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Resultat fgr skatt pa 140,1 MNOK i et ar preget av makrogkonomisk uro
Utbytte 52,4 MNOK (0,55 kr per aksje)

Vellykket lansering av utlansprodukt i Spania og spareprodukter i Sverige
Utlansvekst 626 MNOK

Kostnadsprosent 28,9%
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*resultat justert for badwill, nedskrivning av immaterielle eiendeler, restruktureringskostnader og andre engangskostnader, samt engangskostnader knyttet til utlanstap ifm fusjonen mellom
Easvbank oa BRAbank. Easvbank tall frem til 03 2020. kombinerte tall fra 04 2020.

Tilby kunder fleksible og Kostnadseffektiv drift, god Attraktiv avkastning for
smarte styring av kredittrisiko og aksjonaerene
finansieringstjenester effektiv utnyttelse av

egenkapitalen
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Dette er Lea bank ASA

Lea bank er en ledende digital nisjebank
med en internasjonal
distribusjonsplattform. Strategien er a
levere attraktive betingelser til kundene,
ledende teknologiske lgsninger,
kostnadseffektiv drift, god styring av
kredittrisiko og effektiv utnyttelse av
egenkapitalen.

Lea bank tilbyr usikrede lan og
innskuddsprodukter til privatmarkedet.
Banken har utlansvirksomhet i Finland,
Norge, Sverige og Spania, og tilbyr
innskuddsprodukter til kunder i Norge,
Sverige, Tyskland, Spania, @sterrike og
Frankrike. Banken har tilgang til euro
innldn gjennom samarbeid med Raisin
Bank.

Lea bank har en europeisk skalerbar
driftsmodell og ledende skybaserte IT-
lzsninger med fokus pa gode
kundeopplevelser.

Ved & bruke automatisert lanebehandling
og brukervennlige digitale produkter har
Lea bank fatt en solid posisjon blant
nordiske nisjebanker. Banken har utviklet
en proprietaer kredittmodell og tilbyr
risikobasert prissetting mot definerte
kundegrupper for & optimalisere
egenkapitalavkastningen.

Lanekunder Innskuddskunder
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Pa slutten av aret hadde Lea bank

45 500 lanekunder i Finland, Norge,
Sverige og Spania og 46 100
innskuddskunder i Norge, Sverige,
Tyskland, Spania, Dsterrike og Frankrike.

Lea bank skal veere en attraktiv
arbeidsplass, hvor alle bidrar til &
videreutvikle bankens «performance
kultur», og der alle hjelper hverandre til &
lykkes pa tvers. Dette gjor vi ved a sikre
forngyde og motiverte medarbeidere med
rett kompetanse. Banken gjennomfarer
medarbeiderundersgkelser hvert ar, og
har de siste arene scoret hgyt pa trivsel
pa arbeidsplassen. Dette gjenspeiler seg
ogsa i et lavt sykefraveer.

Lea bank er en uavhengig bank med
omtrent 1 250 aksjonaerer og er notert pa
Euronext Growth Oslo med ticker-
symbolet LEA.

Lea bank er medlem av Bankenes
Sikringsfond, Finansieringsselskapenes
Forening og Finans Norge. Innskudd inntil
2 millioner kroner er sikret gjennom
garantiordningen i Bankenes
Sikringsfond. Innskudd utenfor Norge er
sikret med inntil 200 000 euro.

Bankens hovedkontor ligger i Holbergs
gate 21 i Oslo - Norge.

Brutto utldn Innskudd Egenkapital
(MNOK) (MNOK) (MNOK)
2
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Administrerende direktgr har ordet

Det har gjennom 2023 veert fortsatt stor usikkerhet i makroforhold med gkende
renter, hgy inflasjon, volatil norsk krone samt krevende markedsforhold. Dette har gitt
mange husholdninger gkte kostnader som har pavirket betalingsevnen. Til tross for
vesentlige endringer i rammebetingelsene leverer Lea bank nok et sterkt ar med
resultat fgr skatt pa 140 millioner.

-
Banken har fortsatt strategien med & bli en
ledende internasjonal digital nisjebank ,

med fokus pa forbruksfinansiering i
konsumentmarkedet. Andelen av
utlansvolum utenfor Norge er na 65% opp
fra 55% i 2022.

Banken har levert positive resultater hvert
kvartal siden 1. kvartal 2017, og har
generert et resultat far skatt i denne
perioden pa rundt 750 millioner. Lea bank
etablerte i oktober 2021 en utbyttepolicy,
og har delt ut siste 3 arene 186 millioner i
utbytter til aksjonaerene (1,96 kr pr aksje)
med en dividend yield pa henholdsvis
6,7%, 9,2% og 7,1% (2023 forutsetter
vedtak pa Generalforsamling).

Banken har i 2023 konsolidert all innskudds- og utlansvirksomhet til én
kjernebankplattform, og er fra 1 januar 2024 ute av SDC. Dette gir oss bade lavere
driftskostnader og kompleksitet fremover, og er i trad med vart IT-malbilde med
samme grunnoppsett i alle geografiske markeder for & sikre skalering og effektiv drift.

Lea bank lanserte innskuddsprodukter i Sverige i lgpet av aret som ledd i &
diversifisere innskuddsplattformen, og ha tilgang til innskudd i alle valutaer som gir
naturlig hedging av valutarisiko. Neste steg er lansering av direkte innskudd i Finland
for & diversifisere euro-innskuddene.

Banken har i lgpet av aret ekspandert utlansvirksomheten utover eksisterende
nordiske markeder, og vi har lykkes med markedsinngangen i Spania hvor vi bygger
kundeportefgljen i en steg-for-steg-tilneerming. Bankens effektive digitale
kundelgsninger har blitt tatt godt imot av markedet. Spania har et vesentlig potensiale
fremover drevet av gkt digitalisering og kundenes migrering over til digitale
distribusjonsplattformer.

Lea bank har jobbet videre med a vurdere redomisilering av banken. Dette har
resultert i at vi har sendt sgknad om banklisens til den svenske Finansinspektionen.
Vi har videre inngatt samarbeidsavtale med Stena Group og vil ta over deres heleide
Konsumentkreditinstitut, Captum Group (med forbehold om
myndighetsgodkjennelse).
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Lea bank har fokus pa & levere attraktiv egenkapitalavkastning og skape verdier for
vare aksjoneerer i form av utbytte og verdiutvikling pa aksjen. Dette skal vi gjgre
gjennom Ignnsom vekst, optimal utnyttelse av egenkapitalen mellom geografiske
markeder, god risikostyring, kostnadseffektiv og skalerbar drift, og tilby farsteklasses
produkter og lgsninger til vare kunder. Vi har sterk soliditet ved arsslutt som gir god
margin til vart lovpalagte kapitalkrav og fortsatt forretningsmessig fleksibilitet.

Lea bank teamet har igjen levert et solid ar til tross for utfordrende omgivelser, og
vare ansatte har lagt ned mye arbeid for selskapet. Jeg takker alle vare
medarbeidere for fremragende innsats! Vi skal fortsette vart fokus pa hay trivsel,
kompetansebygging og gode teamprestasjoner for at banken skal veere en attraktiv
arbeidsgiver.

Oddbjgrn Berentsen
Administrerende direktgr - Lea bank ASA
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Arsberetning 2023 for Lea bank ASA

Virksomheten i 2023

Banken leverer resultat far skatt pa 140,1
MNOK og har en sterk likviditets- og
kapitalposisjon. Arsresultatet endte pa
106,2 MNOK. Det har veert en positiv
utlansutvikling i Finland, Sverige og
Spania. For Norge har utlansvolumene
gatt noe ned drevet av engangssalg av en
portefalje av misligholdte 1an i andre
kvartal.

Den geopolitiske usikkerheten har vedvart
gjennom 2023, men de gkte
kredittpaslagene vi hadde i 2022 har tatt
seg inn i 2023. Dette har, sammen med
hayere markedsrenter, medfart at banken
har hatt god avkastning pa sin
likviditetsportefglje gjennom aret.
Inflasjonen har veert avtakende utover i
aret i alle markeder banken opererer
bortsett fra Norge hvor inflasjonen fortsatt
er hgy sammenlignet med tidligere ar.

NIBOR har gjennom aret vist en stigende
trend hvor 3 maneders renten har endret
seg fra 3,26% i inngangen av aret til
4,73% i utgang av aret. Trenden har
imidlertid flatet ut siste 5 maneder. Euribor
renten har ogsa hatt en stigende trend
gjennom aret og 3 maneders renten har
endret seg fra 2,16% til 3,91% i 2023.
Euribor renten har flatet ut siden
september og har i den senere tid vist en
svak nedgang.

Banken har gjennom aret erfart noe
forverring i betalingsevnen til kundene
grunnet prisvekst pa matvarer, hgyere
stremkostnader, hgyere
finansieringskostnader og generelt hgyere
prisniva. Dette har medfgrt at bankens
utlanstap gkte fra 3,0% i 2022 til 4,3% i
2023. Tapsavsetningene til banken tar
utgangspunkt i de aktuelle forhold pa
rapporteringstidspunktet. En stor andel av
bankens kunder har forsikret seg ved
arbeidsledighet, slik at lapende renter og
avdrag pa sine lan er sikret.
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Lea bank vil fortsette & optimalisere
sammensetningen og starrelsen pa
balansen. Ytterligere avhending av
misligholdte 1an vil bli vurdert hvis
vilkarene er attraktive.

Markedsforholdene i Norge har veert
pavirket av noe gkende ettersparsel etter
usikret finansiering. Gjeldsregisteret
medfgrer at banken far bedret
kredittkvaliteten ved at kundens totale
gjeldssituasjon pa usikrede lan blir direkte
oppdatert fra registeret i
kredittvurderingene.

De generelle markedsforholdene i Finland
har veert tilfredsstillende. Banken far
tilgang til euro innskudd gjennom et
samarbeid med Raisin Bank.

Markedsforholdene i Sverige har veert
tilfredsstillende gjennom aret, og banken
har styrket sin distribusjonskapasitet
ytterligere og opplevd stabil vekst i
kundeetableringer gjennom aret. Banken
ser gode muligheter i Sverige fremover.

Markedsforholdene i Spania er preget av
god inngang pa sgknader. Banken har
veert forsiktig i markedspenetrasjon ved at
innvilgelsen er vesentlig lavere enn det
som er vanlig i de nordiske markedene.

En voksende database gjar det mulig &
finjustere den proprietaere kredittmodellen.
Kundestatte behandler laneforesparsler
med en automatisk prismodell som maler
avkastningen pa egenkapitalen pa
individuelle 1an. Dette gjar at banken kan
optimalisere kredittkvaliteten og tilby
risikobasert prissetting for forskjellige
kundegrupper.

Fremover vil Lea bank fokusere pa vekst i
eksisterende markeder og fortsette fokus
pa skalerbar og effektiv drift. Banken
tilstreber & optimalisere kapitalallokeringen
mellom geografiske markedet for & gke
egenkapitalavkastningen.

Signert OB, RF, VL, KKD, SBB, BH, JHP



Administrasjonen arbeider aktivt for at
banken har attraktive og
konkurransedyktige rammebetingelser
som hensyntar bankens internasjonale
posisjonering. Banken har i lys av dette
jobbet videre med et prosjekt for & vurdere
redomisilering. Dette har resultert i at det
er sendt inn sgknad om a fa svensk
banklisens til Finansinspektionen i
Sverige.

Finanstilsynet gjennomfarte i 2023 SREP
for foretaket. SREP er Finanstilsynets
vurdering av bankens samlede risikoniva
og kapitalbehov, herunder metoder for a
vurdere kapitalbehov under pilar 2.
Endelig resultat av SREP prosessen
foreligger ikke enna.

Det er generelt usikkerhet knyttet til
vurderinger av fremtidige forhold som
vekstmuligheter, lgnnsomhet,
regulatoriske rammebetingelser og
kapitalkrav.

Resultat for 2023

Netto renteinntekter i 2023 var 536,6
MNOK, en gkning pa 8,8% sammenlignet
med 2022, som var pa 493,1 MNOK.
@kningen var drevet av hgyere
utlansvolum, men noe lavere marginer
trekker ned.

Sum netto inntekter var 595,9 MNOK i
2023, opp fra 523,0 millioner i 2022.
@kningen skyldes i hovedsak vesentlig
hayere avkastning pa likviditetsportefaljen
sammenlignet med 2022.

Kostnader i % av inntekter endte pa 28,9
% for 2023 sammenlignet med 30,7% for
2022.

Resultatet far skatt for regnskapsaret 2023
var et overskudd pa 140,1 MNOK (106,2
MNOK etter skatt), sammenlignet med et
overskudd fgr skatt pa 186,4 MNOK
(140,6 MNOK etter skatt) for 2022.

Bankens styre har foreslatt et utbytte for
regnskapsaret 2023 pa 52,4 MNOK (kr
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0,55 per aksje), tilsvarende 49,3% av
arsresultatet for 2023.

Balanse

Samlet forvaltningskapital utgjorde 7 853,6
MNOK per 31. desember 2023, opp fra

7 367,5 MNOK ved utgangen av 2022.
Bankens netto utlan til kunder var 6 485,7
MNOK, opp fra 5 883,6 MNOK ved
utgangen av 2022 inkludert periodiserte
agentprovisjoner og etableringsgebyrer pa
158,7 MNOK. @kningen i netto lan skyldes
gkt volum for usikrede lan. Av utestaende
netto utlan per 31. desember var 3 282
MNOK til kunder utenfor Norge, som
utgjorde 64 % av samlede netto utlan, opp
fra 56 % i 2022.

Innskudd fra kunder var 6 239,4 MNOK,
opp fra5 791,3 MNOK i 2022. Bankens
bankinnskudd og likvide verdipapirer
utgjorde 1 242,4 MNOK.

Samlet egenkapital var 1 403,9 MNOK
etter utbyttedisponering opp fra 1 352,1 i
2022. Kjernekapitaldekning (CET1) var
20,18 %.

Kontantstrgm

Kontantstrammen fra operasjonelle
aktiviteter utgjorde -29,1 MNOK.
Kontantstrgm fra investeringsaktiviteter
var 147,8 MNOK. Kontantstrgm fra
finansieringsaktiviteter var -88,6 MNOK,
noe som ga en netto kontantstrgm for
perioden pa 30,1 MNOK.

Finansiell risiko

Styret har vedtatt retningslinjer for
virksomhetsstyringen, internkontroll og
risikostyring. Videre har styret vedtatt
separate policy-dokumenter som dekker
kredittrisiko, markedsrisiko, likviditetsrisiko
og operasjonell risiko. Hver av policy-
dokumentene beskriver retningslinjer,
regler, risikoappetitt og risikorammer for
de enkelte risikotyper. Styret mottar
regelmessig rapportering fra
administrasjonen om bankens
risikoeksponering pa de forskjellige risiko-
typene. Hver av policy-dokumentene
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gjennomgas minst arlig av styret. Styret
har etablert et revisjons- og risikoutvalg
som forbereder og gir rad til styret knyttet
til risikostyring og intern kontroll.

Kredittrisiko

Kredittrisiko er bankens viktigste risiko og
er hovedkilden til bankens inntjening. Det
er etablert en risikoramme for & sikre at
bankens toleranse for kredittrisiko
opprettholdes. Beslutningen om & innvilge
eller avsla en lanesgknad er basert pa
informasjon i lanesgknaden knyttet til
inntekt, gjeld, boligforhold, antall barn og
sivilstatus i tillegg til data fra kredittbyra.
Banken beregner sgkerens forventede
betjeningsevne og estimerer
sannsynligheten for at kunden vil
misligholde lanet. | tillegg er det etablert
regler knyttet til inntekt, gjeldsgrad, alder
og minste betjeningsevne for a kvalifisere
for et lan.

Operasjonell risiko

Styrets mal for risikotoleranse for
operasjonell risiko har veert middels til lav i
2023 og holdes uendret i 2024. Banken
tilbyr enkle og standardiserte produkter til
personmarkedet, og har faset ut
utlansprodukter til SMB markedet. Kritiske
prosesser er automatisert slik at innslag av
menneskelige feil reduseres. Bankens
driftskonsept er i stor grad basert pa kjgp
av tjenester fra eksterne leverandgrer,
som for eksempel innenfor systemdrift,
telekommunikasjon og distribusjon.

Det er etablert risikoramme for hvor stort
gkonomisk tap banken aksepterer. Tiltak
for & redusere operasjonell risiko treffes
dersom det er lgnnsomt i en kost-
nyttevurdering. Banken benytter
operasjonelle hendelser aktivt i
forbedringsarbeid.

Likviditetsrisiko

Banken har lav toleranse for
likviditetsrisiko. Banken styrer den daglige
likviditetsposisjonen ved & overvake
forventet kontantstram pa kort sikt samt
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forfall pa plasseringer i sertifikat- og
obligasjonsmarkedene. Det utfares
rutinemessige stresstester.

En betydelig del av bankens eiendeler
bestar av lett omsettelige
pengemarkedsfond, sertifikater og
obligasjoner.

Bankens eiendeler er finansiert av
egenkapital og innskudd fra
personmarkedet. Likviditetsportefaljen
fordeles mellom innskudd i
finansinstitusjoner og investeringer i
sertifikater og obligasjoner med hgy
kredittrating og med hgy likviditet.
Bankens innskudd i Norge bestar i all
vesentlighet av innskudd under 2 MNOK
og dermed innenfor
innskuddsgarantibelgpet og 100 000 euro i
andre land, siden hgyere innskudd anses
som mindre stabile. Gjennom 2023 har
banken hatt en tilfredsstillende
likviditetsbeholdning og likviditetsrisikoen
har veert vurdert som lav.

Markedsrisiko

Med markedsrisiko menes risikoen for et
fall i markedsverdien av bankens
beholdning av finansielle instrumenter,
herunder renterisiko, motpartsrisiko og
valutarisiko i likviditetsforvaltningen.
Banken har som mal & ha lav
markedsrisiko. Styret har etablert
retningslinjer og rammer for plassering av
likviditet i ulike finansielle instrumenter.
Bankens likviditetsportefglje bestar av
innskudd i andre finansinstitusjoner eller i
sertifikater og obligasjoner med kort
rentebinding og god likviditet.

Banken styrer motpartsrisiko (kredittrisiko)
i likviditetsforvaltningen gjennom
risikorammer. Det er etablert regler for
hvor mye av likviditeten som kan
investeres i ulike risikoklasser. Det er ogsa
etablert regler for maksimal eksponering
mot en enkelt motpart basert pa
motpartens rating.
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Banken tilbyr utelukkende produkter med
administrativt fastsatte rentebetingelser,
men har et lite volum fastrenteprodukter
pa innskudd. Rentebindingen i bankens
produkter er dermed begrenset til
varslingsfristen for renteendringer. Det er
etablert risikorammer for maksimal
renterisiko basert pa stresstesting for
endring i renten. Bankens renterisiko har i
2023 veert lav.

Banken sikrer sin valutaeksponering slik at
valutarisikoen holdes lav.

Arbeidsmiljg, likestilling og
diskriminering

Lea bank hadde ved arsskiftet 48 fast
ansatte, 25 menn og 23 kvinner ved

arsslutt. Lea bank sine ansatte er i
aldersgruppen 26 til 61 ar.

Styret i Lea bank bestar av 6 medlemmer,
3 kvinner og 3 menn, hvorav den ene er
ansattvalgt.

Sykefraveeret var pa 1,4% i 2023, og
malsetningen er a ligge lavere enn 5%. |
lzpet av aret har banken hatt forskjellige
aktiviteter og velferdstiltak for & fremme et
godt og fysisk aktivt sosialt miljg, trivsel pa
arbeidsplassen samt forebygge
sykefraveer. Banken har fastsatt
retningslinjer som skal sikre at det ikke
skal forekomme diskriminering pa
grunnlag av etnisitet, nasjonalitet,
avstamning, hudfarge, sprak, religion eller
livssyn. Tilsvarende gjelder for kjgnn,
alder, seksuell orientering, politisk syn
eller funksjonshemning.

Banken foretok en kartlegging av lgnns-
og kjgnnsforskjeller som ble presentert for
styret. Konklusjonen var at banken faglger
kravet om at person med lik stilling og
kompetanseniva har samme lgnn.

Det har ikke veert rapportert om
arbeidsskader eller ulykker i lgpet av aret.
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Redegjgrelse om samfunnsansvar

Lea bank har i henhold til Lov om
virksomheters apenhet og arbeid med
grunnleggende menneskerettigheter og
anstendige arbeidsforhold (apenhetsloven)
utfart en aktsomhetsvurdering. Banken
falger OECDs retningslinjer for ansvarlig
naeringsliv. Et sentralt element i OECDs
retningslinjer er forventninger om at
selskapene gjar aktsomhetsvurderinger for
a unnga skade pa mennesker, samfunn og
miljg. Bankens aktsomhetsvurdering
finnes pa nettsidene under Investor
relations.

Arbeidsintegrering

Lea bank gnsker & veere en inkluderende
virksomhet for alle ansatte. Selskapet har
et internasjonalt miljg og har ansatte og
innleide fra 8 nasjonaliteter.

Redegjgrelse om
foretaksstyring

Styret i Lea bank skal sikre at selskapet
har god virksomhetsstyring for a drive
verdiskaping for aksjonaerene og fremme
ansvarlig forretningsadferd. Lea banks sin
foretaksstyring er innrettet for & oppna
selskapets strategiske mal.

Lea bank ASA er notert pa Euronext
Growth Oslo og er underlagt norsk
verdipapirlovgivning,
markedsmisbruksforordningen og
barsforskrifter. Banken sgker a etterleve,
der det er relevant, Norsk anbefalinger for
eierstyring og selskapsledelse;
(«anbefalingskoden»). Anvendelsen av
anbefalingen er basert pa "overholde eller
forklare" prinsippet, og eventuelle avvik fra
anbefalingen blir forklart under hvert enkelt
emne. Lea bank ASAs styringsrammer er
underlagt en arlig gjennomgang av styret,
og redegjgrelsen fremkommer lenger ned.
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Virksomheten

Bankens formal er definert i vedtektene,
artikkel 8 1 (2), som sier:

«Lea banks formal er & drive alminnelig
bankvirksomhet, herunder utfgre alle
forretninger og tjenester som det er vanlig
eller naturlig at banker utfgrer.»

Styret har utviklet klare mal, strategier og
risikoprofil for virksomheten innenfor
rammen av definisjonen av virksomheten,
for & skape verdier for aksjonzerene. Styret
har vedtatt rammer for styring av ulik
operasjonell og finansiell risiko.
Selskapets mal, strategier og risikoprofil er
underlagt en arlig gjennomgang av styret.

Selskapskapital og utbytte

Styret skal pase at det opprettholdes en
tilfredsstillende egenkapitalandel i
selskapet i trdad med gjeldende regelverk
for krav til egenkapital.

Styret i Lea bank ASA vedtok 27. oktober
2021 & etablere falgende utbyttepolicy
for banken:

«Lea bank har som malsetning a levere
gkonomiske resultater som gir
aksjoneerene en konkurransedyktig
egenkapitalavkastning, og gjennom dette
skape verdier for aksjonegerene i form av
utbytte og verdiutvikling pa aksjen.

Kapital som ikke allokeres til vekstformal
kan utbetales som kontantutbytte.

Ved fastsettelse av utbytteniva skal
bankens soliditet hensyntas - herunder
forventet resultatutvikling, fremtidig
kapitalbehov, vekstplaner, eksterne
rammevilkar, lover og retningslinjer samt
bankens strategiske mal.»
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Likebehandling av aksjeeiere og
transaksjoner med neerstadende

Selskapet har kun én aksjeklasse, og alle
aksjene har de samme rettighetene i
selskapet.

Pa generalforsamlingen har hver aksje én
stemme, med mindre annet fglger av lov
eller offentlig vedtak.

Styret skal pase at selskapet overholder
allmennaksjeloven 88 3-8 og 3-9 i avtaler
mellom selskapet og parter som er nevnt
der. Ved inngaelse av ikke uvesentlige
avtaler mellom selskapet og aksjeeiere,
neerstaende parter, styremedlemmer eller
medlemmer av ledelsen eller nzerstaende
av disse, vil styret innhente en uavhengig
tredjeparts vurdering.

Ethvert styremedlem og medlem av
ledelsen skal umiddelbart varsle styret
dersom vedkommende direkte eller
indirekte har en interesse i en transaksjon
eller avtale som er eller vurderes inngétt
av selskapet. Dette gjelder selv om
styremedlemmet anses habil i behandling
av saken.

Selskapets transaksjoner i egne aksjer
skal skje pa bgrs eller pa annen mate til
barskurs.

Aksjer og omsettelighet

Aksjene i selskapet er i henhold til
vedtektene fritt omsettelige. Lea bank er
en norsk finansinstitusjon. Norsk
rammelovgivning har generelle
konsesjonsregler som gjelder alle norske
finansinstitusjoner ved store erverv av
aksjer (10 % eller mer).

Generalforsamling

Generalforsamlingen er selskapets
hgyeste myndighet. Styret arbeider for &
sikre at generalforsamlingen er et effektivt
forum for kommunikasjon mellom
aksjoneerene og styret, og oppfordrer
aksjoneerene til a delta i mgtene.

Generalforsamlingen holdes normalt innen
utgangen av mai hvert ar. Styret kan ved
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behov innkalle til ekstraordinaer
generalforsamling.

Generalforsamlingen er apen og
tilgjengelig for alle aksjeeiere. Selskapet
har ikke vedtektsbestemmelser som
utvider eller fraviker reglene i
allmennaksjelovens kapittel 5.

Styret vil legge til rette for at
saksdokumentene skal veere utfgrlige nok
til at de gir grunnlag for & kunne ta stilling
til de saker som reises.

Det er vedtektsfestet en innkallingsfrist pa
to uker. Innkalling og saksdokumenter blir
gjort tilgjengelig pa selskapets
hjemmeside www.leabank.no. Aksjeeiere
kan likevel kreve a fa tilsendt
saksdokumentene vederlagsfritt.
Protokollen vil bli publisert pa selskapets
nettsider sa snart den foreligger.

Aksjeeiere kan mgte ved fullmektig.
Innkallingen vil inneholde naermere
informasjon om fremgangsmate for & mate
med fullmektig, herunder fullmaktsskjema.
| tillegg vil det bli oppnevnt en eller flere
personer som kan stemme pa vegne av
aksjeeiere som fullmektig.

Styrets leder og administrerende direktar
har plikt til & veere til stede med mindre
dette er apenbart ungdvendig, eller det
foreligger gyldig forfall.

Valgkomité

Selskapets vedtekter fastsetter at
valgkomiteen skal ha minst tre
medlemmer som skal vaere aksjonaerer
eller aksjonaerrepresentanter.
Valgkomiteens medlemmer velges av
generalforsamlingen for en periode pa ett
eller to ar og kan gjenvelges.
Valgkomiteen skal anbefale kandidater til
valg av styremedlemmer og styreleder, og
gi anbefalinger til godtgjgrelse til styre-
medlemmene, herunder styrets
underkomiteer, samt & anbefale
medlemmer til valgkomiteen.
Valgkomitéen bestod per 31.12.2023 av:
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- Per G. Braathen (leder)
- Petter Tusvik
- Nils Gunnar Hjellegjerde

Styret, sammensetning og
uavhengighet

Styret bestar av 6 medlemmer, 3 kvinner
og 3 menn, hvorav en ansattvalgt. Det er
lagt vekt pa at styret har ngdvendig
bankerfaring, generell relevant erfaring og
kompetanse og kapasitet til & utfgre de
aktuelle verv pa en tilfredsstillende mate,
samt at det fungerer godt som et kollegialt
organ.

Ingen av selskapets ledende ansatte er
styremedlemmer. Alle eksterne
medlemmer i styret har egne aksjer i
selskapet, eller som representant for
neerstaende parter, se note 14
aksjoneerer. Styremedlemmene fglger de
alminnelige regler for primeerinnsidere.

Banken har tegnet internasjonal Styre- og
ledelsesansvarsforsikring. Forsikringen
gjelder for naveerende, tidligere eller
fremtidig styremedlemmer,
administrerende direktar/daglig leder og
medlem av bedriftsforsamling i det selskap
som har tegnet forsikringen
(forsikringstaker). Forsikringen omfatter
ogsa andre ansatte i stilling eller verv med
personlig ledelsesansvar.

Forsikringen omfatter sikredes personlige
erstatningsansvar for formueskade sikrede
pa grunnlag av uaktsomhet har pafaert
noen i egenskap av stilling eller verv, samt
forsikringstakers rettslige
erstatningsansvar for formueskade pafart
innehaver av verdipapirer utstedt av
forsikringstaker. Med formueskade menes
gkonomisk tap som ikke er en fglge av,
eller star i sammenheng med, skade pa
personer eller ting.
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Styrets arbeid

Styrearbeidet falger en fastsatt arsplan og
styres i samsvar med fastsatt
styreinstruks.

Styret har jevnlig styremgter og har 6 faste
mgater hvert ar. Avhengig av sak og
situasjon avholdes det ytterligere mgter.
Disse kan veere fysiske/videokonferanse,
telefon eller pa sirkulasjon. |1 2023 ble det
avholdt til sammen 15 styremgter.

Styret har etablert et revisjons- og
risikoutvalg som forbereder og gir rad til
styret knyttet til risikostyring og intern
kontroll. | tillegg er det opprettet et
godtgjarelsesutvalg.

Risikostyring og internkontroll

Styret skal sgrge for at Lea bank har
forsvarlig internkontroll og systemer for
risikostyring som er hensiktsmessig i
forhold til omfanget og arten av selskapets
virksomhet. Internkontrollen og systemene
skal ogsa omfatte verdier og etiske
retningslinjer.

Styret har vedtatt policy for risikostyring
som beskriver bankens retningslinjer for
virksomhetsstyringen, internkontroll og
risikostyring. Videre har styret vedtatt
separate policydokumenter som dekker
kredittrisiko, markedsrisiko, likviditetsrisiko,
ESG-risiko og operasjonell risiko.

Hver av policydokumentene beskriver
retningslinjer, regler og risikorammer for
den den enkelte risikotype. Styret mottar
regelmessig rapportering fra
administrasjonen om bankens
risikoeksponering péa de ulike risikotypene.
Hver av policydokumentene gjennomgas
minst arlig av styret. Revisjons- og
risikoutvalget forbereder og gir rad til styret
knyttet til risikostyring og intern kontroll.
Banken har en uavhengig risiko- og
compliance funksjon.
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Godtgjarelse til styret

Valgkomiteen foreslar godtgjarelse til
styret, som fastsettes av
generalforsamlingen. Godtgjarelsen er
ikke resultatavhengig.

Godtgjarelse for det enkelte styremedlem
fremgar i note 20 i arsrapporten.
Honorarenes stgrrelse reflekterer styrets
ansvar, kompetanse, tidsbruk og
virksomhetens kompleksitet.

Godtgjerelse til ledende ansatte

Styret fastsetter arlig lann og annen
godtgjarelse til administrerende direktar.
Bankens lgnn og bonus fastsettes pa
grunnlag av en evaluering med vekt pa
konkrete faktorer fastsatt av styret.
Administrerende direktgr avgjer lgnn til
ledende ansatte. Styret har utstedt
retningslinjer for godtgjarelse til ledende
ansatte. Retningslinjene fastsetter
hovedprinsippene for selskapets leder-
lgnnspolitikk.

Lea bank opererer i en bransje hvor
humankapital er en viktig driver for
suksess. Banken har en
godtgjarelsesordning for ansatte i banken
som omfatter opsjoner for ansatte. Det vil
foreslas ny opsjonsordning for
Generalforsamlingen og dette er viktig for
at Lea bank skal kunne tiltrekke seg og
beholde ngkkelpersoner. For mer
informasjon, se note 16 i arsrapporten

Informasjon og kommunikasjon

Lea bank er notert pa Euronext Growth i
Oslo og er dermed underlagt lapende
forpliktelser for noterte selskaper.
Selskapets kontakt med investorer er
basert pa apenhet og likebehandling.
Administrerende direktgr har ansvaret for
dialog med investorer, aksjonaerer og
analytikere. Selskapet holder kvartalsvise
presentasjoner som ogsa offentliggjeres
pa bankens nettsider, sammen med ars-
og delarsrapportering.
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Revisor

PricewaterhouseCoopers AS er Lea banks
revisor. Styret har sikret at revisor har
utarbeidet en arlig plan for revisjonen.
Revisor deltar i styremgater etter behov og
har en fast mgteplan med Revisjons- og
risikoutvalget. Styret har et mgte med
revisor minst en gang i aret hvor ledelsen
ikke er til stede. Revisor presenterer til
styret en gjennomgang av interne
kontrollrutiner, herunder identifiserte
svakheter og forbedringsforslag, minst en
gang i aret.

Revisorer gir en arlig skriftlig bekreftelse
pa at banken fortsatt tilfredsstiller kravene
til uavhengighet.

Informasjon om godtgjgrelse til revisorer,
inkludert informasjon om honorarer betalt
for revisjonsarbeid og eventuelle
honorarer som er betalt for andre
spesifikke oppdrag, er inkludert i notene til
regnskapet. Pa hver generalforsamling
skal styret informere generalforsamlingen
om alle tjenestene som leveres av
revisorer og deres godtgjarelse.

Fortsatt drift og hendelser etter
balansedagen

Arsregnskapet er avlagt under forutsetning
om fortsatt drift. Til grunn for denne
vurderingen ligger bankens gkonomiske
drift, styrkede finansielle stilling, samt
styrets vurdering av framtidsutsiktene.
Etter styrets mening gir arsregnskap og
arsberetning en rettvisende oversikt over
utviklingen og resultatet av bankens
virksomhet og gkonomiske stilling.

Det har ikke inntruffet hendelser av
vesentlighet etter balansedagen.

Transaksjon 09222115557510689894

Lea

bank

12

Signert OB, RF, VL, KKD, SBB, BH, JHP



Miljg-, Sosiale- og Forretningsetiske
forhold (ESG)

Lea bank ASA sin reviderte policy knyttet
til ESG ble vedtatt i styret i fierde kvartal
2023, og danner med det rammen for
bankens ESG-strategi. ESG-strategien er
sentral for at banken skal na sine mal
knyttet til baerekraft og skal stgtte opp
under FNs baerekraftsmal.

Med bakgrunn i FNs baerekraftsmal
fokuserer banken pa falgende:

Beerekraftsmal nr 5. Om likestilling mellom
kjgnnene

Delmal 5.5 Om a sikre kvinner fullstendig
og reell deltakelse og like muligheter til
ledende stillinger pa alle nivaer der
beslutninger tas, i det politiske, det
wkonomiske og det offentlige liv.

Beerekraftsmal nr 8. Som dekker
anstendig arbeid og gkonomisk vekst

Delmal 8.2 Bidra til & gke den gkonomiske
produktiviteten gjennom diversifisering,
teknologisk fremgang og innovasjon, blant
annet med vekt pa lsnnsomme og
arbeidsintensive sektorer

Delmal 8.8 om & beskytte
arbeiderrettigheter og fremme et trygt og
sikkert arbeidsmiljg for alle arbeidstakere,
inkludert arbeidsinnvandrere og seerlig
kvinnelige innvandrere, og arbeidstakere i
et usikkert arbeidsforhold.

Banken pavirker i liten grad det ytre miljget
grunnet gjennomtenkte, digitale
plattformer og cross-border virksomhet i
flere markeder basert pa hovedbase i
Oslo. Direkte pavirkning av miljg er
gjennom bruk av energi, papirbruk, kjgp av
varer og tjenester samt moderat
reisevirksomhet. Banken har moderne
kontorer i Oslo og Bergen og leier av
anerkjente eiendomsselskaper med en
uttalt miljgprofil. Lea bank vil fremover
oppfordre kunder til & gjare miljgbevisste
valg, og vurderer ulike grgnne produkter
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som vil kunne ha positive konsekvenser
for miljget.

Lea bank ASA skal veere en bevisst og
ansvarlig samfunnsaktgr. Langs aksene
miljg, samfunnsforhold og selskapsstyring,
forventes det at vare definerte
interessenter fremover vil vurdere oss som
arbeidsgiver, kreditor og
investeringsobjekt. Det vurderes slik at
strategi for baerekraft vil vaere en
avgjgrende konkurransefaktor for banken
fremover. Periodisk rapportering pa
bankens, til enhver tid, selvpalagte og
lovpalagte KPI-er skal tilgjengeliggjeres for
bankens definerte interessenter.

Bankens interessenter
Ansatte:

Det forventes at ansatte i stgrre grad vil
vurdere sin arbeidsgiver mot
beerekraftsmal, og vil veere et viktig
konkurransefortrinn for & beholde/tiltrekke
seg ansatte fremover.

Lea bank ASA har en personalpolitikk som
skal sikre alle ansattes
arbeidstakerrettigheter. Banken har sterkt
sekelys pa & sikre likestilling mellom
kignnene i alle roller og funksjoner. Var
personal- og ansettelsespolitikk er
utformet med tanke pa & unnga
forskjellsbehandling mellom kjgnnene. Lea
bank er opptatt av a gi like muligheter ved
ansettelse, for arbeidsvilkar, utvikling av
kompetanse og avansement i
virksomheten. Kjgnn, alder, eller sosial,
etnisk og kulturell bakgrunn skal ikke veere
en faktor eller forutsetning i noen del av
bankens virksomhet. Lea bank skal veere
en trygg arbeidsplass, med et godt og
rettferdig arbeidsmiljg. Rettferdige
lznnsvilkar og ansattgoder skal sikre at
banken er en attraktiv arbeidsplass pa
lang sikt.

Kunde:

Det forventes at kunder i stgrre grad vil
vurdere sin kreditor mot beerekraftsmal, og
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vil veere et moderat konkurransefortrinn for
a beholdettiltrekke seg kunder fremover.
Banken skal ha en forsvarlig utlanspraksis
og sikre at kundene vil veere i stand til &
betale tilbake 1&n som tas opp i banken.
Banken skal beregne kundens evne til &
betjene lanet, basert pa kundens inntekt, i
trad med Finansavtaleloven. Banken
benytter seg av en likviditetsmodell som
baserer seg pa opplysninger fra kunden og
detaljerte data fra offentlig gjeldsregister.
Modellen beregner forventede
levekostnader basert pa kundens
livssituasjon og inkluderer variabler som
eksempelvis SIFO kostnader og utgifter til
eksisterende lan. | tillegg legges det pa en
rentebuffer for kundens samlede gjeld.
Etablering av gjeldsregisteret har bidratt til
at kredittgivningen blir mer presis, samt
styrket vart fokus pa a veere en ansvarlig
utlaner som ikke bidrar til en ugnsket
utvikling i samfunnets gjeldsbilde.
Undersgkelser viser at kundene er sveert
opptatt av:

v Informasjons- og datasikkerhet

v Anti-terror, korrupsjon og
hvitvasking

v Bevissthet og ansvarlighet knyttet
til miljg og baerekraft

v Styre forbruk i mer beerekraftig
retning

Banken skal sikre at kundens data er
trygge. | robuste systemer og rutiner for
informasjons- og datasikkerhet, sikres
forskriftsmessig oppbevaring og sletting av
data. Et omfattende AML-rammeverk,
systemer og erfarne AML-medarbeidere
skal detektere transaksjoner med hgy
risiko for virksomhet knyttet til terror,
korrupsjon og hvitvasking, samt sikre
soppleering og bevisstgjgring av ansatte og
samarbeidspartnere. Banken skal veere en
ansvarlig aktar og tilstrebe a tilby rad,
veiledning og produkter som stgtter opp
under kundens forventninger.

Investorer:
Det forventes at investorer i stgrre grad vil

vurdere investeringsmuligheter mot
beerekraftsmal, og det vil vaere et viktig
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konkurransefortrinn for & beholdeltiltrekke
seg investorer fremover.

Eksisterende og fremtidige investorer skal
fa redegjort for bankens ESG-strategi
gjennom periodiske rapporter. Dette for &
sikre at banken fremstar som en attraktiv
investeringsmulighet i alle aspekter av
ESG-rammeverket. Banken forventer at
eksisterende investorer og fremtidige
investorer vil vurdere bankens virksomhet
mot (ikke uttgmmende):

v Miljgavtrykk

v Anti-terror, korrupsjon og anti-

hvitvasking
v Transparens
v Omdgmme

Myndigheter:

Banken er pr arsslutt ikke palagt &
rapportere etter taksonomiregelverket.
Nye regler for beerekraftsrapportering
(CSRD) innfgres i Norge fra 2024,
samtidig som i EU-landene. Lea bank skal
forberede seg pa a bli rapporteringspliktig
jfr nye regler for beerekraftsrapportering
(CSRD) og ikrafttredelse av lovverk i
Norge. Reglene innfgres trinnvis, og
banken forventes a skulle rapportere fra
og med regnskapsaret 2025.

Utsikter fremover

Banken vil fortsette sin strategi om a bli en
ledende digital nisjebank som tilbyr
forbruksfinansiering i attraktive
geografiske markeder. Lea bank har
utlansvirksomhet i Finland, Norge,
Sverige, Spania og en skalerbar
internasjonal driftsmodell.

Malsettingen er & levere attraktiv
avkastning for aksjonaerene, effektiv drift,
en spennende arbeidsplass for bankens
ansatte samt tilby farsteklasses
kundeopplevelser for bankens kunder og
samarbeidspartnere.

Banken sendte i januar 2024 en sgknad
om bankkonsesjon til den svenske
Finansinspektionen. Bakgrunnen for dette
er:
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1)
2)

3)

4)

Styrke bankens distribusjon

@nske om a operere med en
bankkonsesjon i et EU land

@nske om bgrsnotering pa Nasdagq
Stockholm

Sikre bedre tilgang til risikokapital

For 2024 vil banken ha fokus pa falgende:

Navigere i et usikkert
makrogkonomisk klima

Tett oppfelging av kundeatferd og
bista kunder med refinansiering og
kundetilpassede Igsninger
Utnytte tilstedeveerelsen i fire
geografiske markeder for &
optimalisere kapitalallokeringen
Forberede banken for bytte av
konsesjonsland

Forberede potensiell bgrsnotering
pa Nasdaq Stockholm
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Styrets leder

Biv Btanca 66’»«3.&' Ot

Lea | bank

Oslo, den 14. februar 2024

| styret for Lea bank ASA:

Vig
Styremedlem

XA A

Kristin Krohn Devold
Styremedlem

Siv Blanca Bgrge-Ask
Styremedlem

]
Administrerende direktar

Transaksjon 09222115557510689894

Borghild Holen Jan Havard Plathan
Styremedlem Styremedlem (ansattvalgt)
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Resultatregnskap

Lea | bank

NOK i tusen Note 2023 2022

Renteinntekter og lignende inntekter

Renter beregnet etter effektivientemetoden av utlan til og fordringer pa 13.146 2413

kredittinstitusjoner og finansforetak '

R:entelnntekter beregnet etter effektivrentemetoden av utlan til og fordringer 696,704 550 894

pa kunder

Renteinntekter av rentebeerende verdipapirer 2,404 952

Sum renteinntekter og lignende inntekter 712,253 554 259

Rentekostnader og lignende kostnader

F{entekostnader beregnet etter effektivrentemetoden pa innskudd fra og 152,579 35 298

gjeld til kunder

Rent.ekogtnader beregnet etter effektivrentemetoden pa utstedte 7.972 8 279

verdipapirer

@vrige rentekostnader 15,074 17 546

Sum rentekostnader og lignende kostnader 175,625 61123

NETTO RENTEINNTEKTER 536,628 493 136

Provisjonsinntekter og inntekter fra banktjenester 18 33,791 28 766

Provisjonskostnader og kostnader ved banktjenester 4,628 4740

Utbytte og andre inntekter av egenkapitalinstrumenter 0 233

Netto verdiendring og gevinst/tap pa valuta og verdipapirer 4,19

Netto verdiendring og gevinst/tap pa rentebaerende verdipapirer 36,984 4617

Netto verdiendring og gevinst/tap pa aksjer og andre 0 62

egenkapitalinstrumenter

Netto verdiendring og gevinst/tap pa valuta og finansielle derivater -7,682 1039

Sum netto verdiendring og gevinst/tap pa valuta og verdipapirer 29,302 5594

Andre driftsinntekter 796 -13

SUM NETTO INNTEKTER 595,889 522 977
17
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NOK i tusen Note 2023 2022
Lgnn og andre personalkostnader 16,20 63,841 62 600
Andre driftskostnader 20 93,677 87 216
A_v-/nedskrlvnlnger, verdiendring og gevinster/tap pa ikke-finansielle 7 14,786 10 833
eiendeler

,\SAL\J/M DRIFTSKOSTNADER F@R KREDITTAP PA UTLAN, GARANTIER 172,303 160 649
DRIFTSRESULTAT F@R KREDITTAP PA UTLAN, GARANTIER MV. 423,586 362 327
Kredittap pa utlan, garantier mv. og rentebaerende verdipapirer 3 283,505 175 968
RESULTAT F@R SKATT 140,081 186 359
Skatt p& ordinzert resultat 21 33,835 45 782
RESULTAT FOR REGNSKAPSARET 106,245 140 577
Andre inntekter og kostnader 0 0
TOTALRESULTATET FOR REGNSKAPSARET 106,245 140 577
Overfegringer og disponering av resultat for regnskapsaret

Til utbytte 52,371 70 182
Overfart til annen egenkapital 53,875 70 395
Sum overfgring og disponeringer 106,245 140 577
Resultat pr aksje 1.12 1.48
Resultat etter skatt som % av forvaltningskapitalen 1.4 % 1.9 %
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NOK i tusen, 31.12 Note 2023 2022
EIENDELER
Kontanter og kontantekvivalenter 2 51,931 50 402
Utlan til og fordringer pa kredittinstitusjoner og finansieringsforetak 2 350,786 322 201
Utlan til og fordringer pa kunder 3 6,485,715 5883551
Rentebaerende verdipapirer 4 837,142 958 624
Aksjer, andeler og andre egenkapitalinstrumenter 6 2,439 2439
Eierinteresser i andre konsernselskaper 6 100 100
Immaterielle eiendeler 7 41,219 29 380
Varige driftsmidler 7 5,133 8775
Andre eiendeler 8 79,177 112 012
SUM EIENDELER 7,853,642 7 367 484
NOK i tusen, 31.12 Note 2023 2022
GJELD OG EGENKAPITAL
Gjeld
Innskudd og andre innlan fra kunder 9,10 6,239,373 5791333
Annen gjeld 11 6,132 4620
Avsetninger 7,12 122,175 137 695
Ansvarlig lanekapital 13 82,084 81 746
Sum gjeld 6,449,764 6015394
Egenkapital 781718
Aksjekapital 190,438 189 681
Overkursfond 662,638 660 322
Fondsobligasjonskapital 17 54,321 54 114
Annen innskutt egenkapital 14,556 13 405
Sum innskutt egenkapital 921,953 917 521
Opptjent egenkapital
Annen egenkapital 481,925 434 568
Sum egenkapital 1,403,878 1 352 089
SUM EGENKAPITAL OG GJELD 7,853,642 7 367 484
19

Transaksjon 09222115557510689894

Signert OB, RF, VL, KKD, SBB, BH, JHP




Lea | bank

Oslo, den 14. februar 2024

| styret for Lea bank ASA:

Rune Fjeldstad Viggo Leisner Kristin Krohn Devold
Styrets leder Styremedlem Styremedlem
Siv Blanca Bgrge-Ask Borghild Holen Jan Havard Plathan
Styremedlem Styremedlem Styremedlem (ansattvalgt)

Oddbjgrn Berentsen
Administrerende direktar

Disponering av arsresultat

Styret foreslar & avsette 52,4 MNOK til utbytte samt overfgre 53,9 MNOK til annen egenkapital.
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Kontantstremoppstilling

Kontantstrgmoppstilling

NOK i tusen Note 2023 2022

Kontantstrgm fra operasjonelle aktiviteter

Resultat for skattekostnad 140,081 186 359
Ordingere avskrivninger 7 14,786 10 833
Endring i brutto utlan til kunder 3 -376,919 -911 207
Valutaeffekt pa utl&n fra kunder 3 -249,413 112 987
Endring i innskudd fra kunder 164,848 391 336
Valutaeffekt p& innskudd fra kunder 283,192 -168 414
Endring i andre tidsavgrensingsposter -5,695 -67 469
Netto kontantstrgm fra operasjonelle aktiviteter -29,121 -445 575

Kontantstremmer fra investeringsaktiviteter:

Investeringer i varige driftsmidler 7 -236 -441
Investeringer i immaterielle eiendeler 7 -21,546 -20 245
Kjap av verdipapirer -562,041 -732 148
Salg av verdipapirer 731,602 1239 187
Netto kontantstrgm fra investeringsaktiviteter 147,778 540 353

Kontantstrammer fra finansieringsaktiviteter:

Betaling av leieforpliktelse 7 -4,752 -3982
Opptak av ansvarlig 1an 0 18 000
Tilbakebetaling av ansvarlig 1an 0 -40 500
Utbetaling av renter pa ansvarlig l1an -7,593 -6 674
Opptak av fondsobligasjonslan 0 23 000
Tilbakebetaling av fondsobligasjonslan 0 -44 500
Utbetaling av renter pa fondsobligasjonslan -6,016 -5 761
Utbetaling av utbytte til aksjonaserer -70,182 -63 512
Netto kontantstrgm fra finansieringsaktiviteter -88,543 -123 929
Netto kontantstrgm for perioden 30,114 -29 151
Beholdning av kont. og kontantekvivalenter ved periodens begynnelse 372,603 401 754
Kontanter og kontantekvivalenter ved periodens slutt* 402,717 372 603

Bestar av kontanter og kontantekvivalenter samt utlan til og fordringer pa kredittinstitusjoner og finansieringsforetak.
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Egenkapitaloppstilling

Endring i egenkapital Aksjekapital Overkurs eenkA:r}?e: obliall__sqggz; Sum egenkapital
Balanse pr.1.1.22 189 589 659 989 11 404 371053 75 805 1307 839
Kostnad fondsobligasjoner -6 880 -6 880
Endring fondsobligasjoner -21 691 -21 691
Opsjoner 2001 2001
Emisjon 92 333 425
Avsatt utbytte -70 182 -70 182
Totalresultat 140 577 140 577
Balanse pr.31.12.22 189 681 660 322 13 405 434 568 54 114 1352 089
Balanse pr.1.1.23 189 681 660 322 13 405 434 568 54 114 1352 089
Kostnad fondsobligasjoner -6,064 -6,064
Endring fondsobligasjoner -207 207 0
Opsjoner 1,151 1,151
Emisjon 757 2,316 3,073
Underavsatt utbytte 2022 -247 -247
Avsatt utbytte -52,371 -52,371
Totalresultat 106,245 106,245
Balanse pr.31.12.23 190,438 662,638 14,556 481,925 54,321 1,403,878
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NOTER TIL ARSREGNSKAPET 2023
Note 1: Selskapsinformasjon og regnskapsprinsipper

1. Selskapsinformasjon
Lea bank ASA er et norsk allmennaksjeselskap med forretningsadresse Holbergs gate 21, 0166 Oslo.

Lea bank er en ledende digital nisjebank med en internasjonal distribusjonsplattform. Banken tilbyr
usikrede lan og innskuddsprodukter til privatmarkedet, og har utldnsvirksomhet i Finland, Norge,
Sverige og Spania.

Arsregnskapet ble godkjent av styret 14. februar 2024.

2. Grunnlag for utarbeidelse av regnskapet

Arsregnskapet for Lea bank ASA er utarbeidet i samsvar Forskrift om arsregnskap for banker,
kredittforetak og finansieringsforetak (&rsregnskapsforskriften). Det ble foretatt endringer i
arsregnskapsforskriften gjeldende fra 1.1. 2020. Banken har valgt a utarbeide regnskapet etter
arsregnskapsforskriften § 1-4 2.ledd b) hvilket innebzerer at regnskapet utarbeides i samsvar med
IFRS med mindre annet fglger av forskriften. Maling og innregning er fullt ut er i samsvar med IFRS,
med unntak av at utbytte og konsernbidrag fra datterselskap avsettes som gjeld pa balansedagen.

Banken har benyttet overgangsreglene i forskriften og effektene av overgangen til ny
arsregnskapsforskrift er fgrt mot egenkapitalen pr 01.01.2020.

Banken vil unnlate a gi fglgende notekrav etter IFRS:

1) IFRS 13. Det gis i stedet opplysninger om virkelig verdi i samsvar med forskriftens § 7-3.
2) IFRS 15.113-128

3) IAS 19.135 litra ¢ og IAS 19.145-147.

Om ikke annet fremgar er belgp i notene angitt i tusen kroner.

2.1 Implementerte regnskapsstandarder

IFRS 16 Leieavtaler ble implementert med virkning fra 1.1.2021. Under denne standarden, er retten til
& bruke en leid gjenstand en eiendel og forpliktelsen til & betale leie en gjeld som skal balansefares.
IFRS 16 inneholder valgmulighet til & unnlate & innregne bruksretten og leieforpliktelsen for en
leieavtale dersom leieavtalen er kortsiktig (under 12 maneder) eller den underliggende eiendelen har

lav verdi. Banken har benyttet seg av dette unntaket. Banken har leieavtaler pa kontorbygg som faller
inn under den standarden.

Se note 7 for noteopplysninger knyttet til leieavtaler.
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3. Sammendrag av de viktigste regnskapsprinsippene
3.1. Inntektsfgring

Renteinntekter inntektsfares ved bruk av effektiv rentemetode. Dette innebeerer Igpende inntektsfaring
av renter med tillegg av amortisering av etableringsgebyrer samt kostnadsfgring av amortisering av
provisjonskostnader. Den effektive renten fastsettes ved diskontering av kontraktsfestede
kontantstrammer innenfor forventet lgpetid. Kontantstrammene inkluderer etableringsgebyrer, samt
eventuelt restverdi ved utlgpet av. forventet Igpetid.

Inntektsfaring av renter etter effektiv rentemetode benyttes for balanseposter som vurderes til
amortisert kost. For rentebserende balanseposter som vurderes til virkelig verdi over resultatet
inntektsfagres den nominelle renten Igpende, mens gvrige verdiendringer presenteres som «Netto
verdiendring og gevinster/tap pa valuta og finansielle instrumenter». Renteinntekter pa engasjementer
som er kredittforringet beregnes ved bruk av effektiv rente pa nedskrevet verdi. Renteinntekter pa
engasjementer som ikke er kredittforringet beregnes ved bruk av effektiv rente brutto amortisert kost
(amortisert kost far avsetning for forventede tap).

Den effektive renten er den renten som far naverdien av fremtidige kontantstrammer innenfor lanets
forventede lgpetid til & bli lik bokfart verdi av lanet ved farste gangs balansefgring. Kontantstremmene
inkluderer etableringsgebyrer, samt eventuelt restverdi ved utlgpet av forventet lgpetid.

Gebyrer og provisjoner resultatfares etter hvert som tjenesten ytes. Gebyrer for etablering av
l&neavtaler inngar i kontantstrammene ved beregning av amortisert kost og inntektsfgres under netto
renteinntekter etter effektiv rentemetode. Utbetaling av honorar til laneformidlere av forbruks- og billan
periodiseres over forventet lgpetid pa lanene.

Utbytte fra investeringer resultatfares pa tidspunkt utbyttet er vedtatt pa generalforsamling.
3.2. Finansielle instrumenter

Innregning og fraregning av finansielle instrumenter

Finansielle eiendeler og forpliktelser balansefgres pa det tidspunkt banken blir part i instrumentets
kontraktsmessige betingelser. Vanlige kjgp og salg av investeringer regnskapsfares pa
avtaletidspunktet. Finansielle eiendeler fiernes fra balansen nar rettighetene til & motta
kontantstrgmmer fra investeringen opphgarer eller nar disse rettighetene er blitt overfgrt og banken i
hovedsak har overfart risiko og hele gevinstpotensialet ved eierskapet. Finansielle forpliktelser
fraregnes pa det tidspunkt rettighetene til de kontraktsmessige betingelsene er oppfylt, kansellert eller
utlgpt.

Klassifisering og etterfglgende maling av finansielle instrumenter

Finansielle instrumenter blir ved fgrste gangs innregning klassifisert i en av de fglgende
malekategorier:

Finansielle eiendeler:
v amortisert kost (AC)
v virkelig verdi med verdiendring over resultatet (FVPL) eller;

Finansielle eiendeler klassifiseres basert p& en vurdering av bankens forretningsmodell for styring av
eiendelene og instrumentets kontraktsmessige kontantstramkarakteristikker.

Finansielle eiendeler med kontraktsfestede kontantstrammer som bare er betaling av rente og
hovedstol pa gitte datoer og som holdes i en forretningsmodell med formal & motta kontraktsmessige
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kontantstreammer, males til amortisert kost. Andre finansielle eiendeler males til virkelig verdi med
verdiendringer over resultatet. Basert pa dette blir «Kontanter og kontantekvivalenter», «Utlan til og
fordringer pa kredittinstitusjoner og finansieringsforetak» og «Utlan til og fordringer pa kunder» malt til
amortisert kost men bankens beholdning av «Rentebaerende verdipapirer» og «Aksjer, andeler og
andre egenkapitalinstrumenter» males til virkelig verdi med verdiendring over resultatet.

Finansielle forpliktelser
v amortisert kost

Denne kategorien bestar av “Innskudd og andre innlan fra kunder” og ansvarlig l&nekapital

Maling til virkelig verdi
Finansielle eiendeler og forpliktelser som males til virkelig verdi over resultatet regnskapsfares ved
anskaffelse til virkelig verdi og transaksjonskostnader resultatfares. Postene males i etterfglgende
perioder til virkelig verdi.

Virkelig verdi av finansielle instrumenter som handles i aktive markeder er basert pa omsetningskurs
pa balansedagen.

Virkelig verdi av finansielle instrumenter som ikke handles i et aktivt marked bestemmes ved & bruke
verdsettelsesteknikker. Se note 5.

Maling til amortisert kost

Alle finansielle eiendeler som ikke regnskapsfgres til virkelig verdi, balansefgres farste gang til virkelig
verdi med tillegg av transaksjonskostnader. Andre forpliktelser regnskapsfert til amortisert kost
balansefagres farste gang til virkelig verdi med fradrag for transaksjonskostnader.

Amortisert kost fastsettes ved diskontering av kontraktsfestede kontantstrammer innenfor forventet
lgpetid. Kontantstrammene inkluderer etableringsgebyrer og direkte, marginale transaksjonskostnader
som ikke direkte betales av kunden, samt eventuell restverdi ved utlgpet av forventet lgpetid.
Amortisert kost er naverdien av slike kontantstremmer neddiskontert med den effektive renten med
fradrag for avsetning for forventede tap.

Nedskrivning av finansielle eiendeler
Under IFRS 9 skal tapsnedskrivninger innregnes basert pa forventet kredittap.

Malingen av avsetningen for forventet tap i den generelle modellen avhenger av om kredittrisikoen har
okt vesentlig siden fgrste gangs balansefaring. Ved fgrstegangs balansefagring og nar kredittrisikoen
ikke har gkt vesentlig etter ferstegangs balansefering, er avsetningene basert pa 12-maneders
forventet tap («trinn 1»). 12-méneders forventet tap er det tapet som er forventet & inntreffe over
levetiden til instrumentet, men som kan knyttes til begivenheter som inntreffer de farste 12 manedene.

Dersom kredittrisikoen, vurdert som sannsynligheten for mislighold over gjenveerende levetid for en
eiendel eller gruppe av eiendeler er ansett & ha gkt vesentlig siden farste gangs innregning, skal det
gjgres en tapsavsetning tilsvarende naverdien, bestemt ved bruk av den effektive renten, av det tapet
som er forventet a inntreffe over hele den forventede levetiden til instrumentet, og eiendelen skal
reklassifiseres til trinn 2. Dersom det oppstar en kredittforringelse skal instrumentet flyttes til trinn 3.

Banken har definert forventet levetid som forventet tidshorisont knyttet til det farste som inntreffer av
mislighold eller full innbetaling av renter og avdrag pa kravet. Banken ser pa endring i risikoen for
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mislighold siden farstegangsinnregning for & avgjgre om en eiendel har hatt vesentlig gkning i
kredittrisiko. Banken anser et engasjement for & veere kredittforringet/misligholdt nar utlanet er mer
enn 90 dager forfalt, kunde er overfgrt til inkassoselskap for inndrivelse av kravet, det foreligger
dadsfall og de tilfeller hvor det er mistanke om svindel.

Ved konkurs eller rettskraftig dom bokfarer banken engasjementer som er rammet av slike forhold
som konstaterte tap (write-off). Dette gjelder ogsa i de tilfeller banken pa annen mate har innstilt
inndrivelse eller gitt avkall pa deler av eller hele engasjementer.

Modellkarakteristikker

Banken bruker en tapsmodell for & beregne tapsavsetninger og modellen omfatter blant annet
sannsynlighet for mislighold (probability of default/PD), neddiskonteringsfaktor, eksponering pa
tidspunkt for mislighold (exposure at default/ EAD) og tap gitt mislighold (loss given default/ LGD).

Banken benytter ulike indikatorer for & vurdere om en eiendel har hatt en vesentlig gkning i risiko for
mislighold. Slik informasjon er basert pa den faktiske atferden til kundene, og banken har etablert en
rekke regler som banken har identifisert som triggere for vesentlig gkning i kredittrisiko.

Modellene gir et estimat p& PD. Dette innebaerer separate tapsmodeller for LGD som kjgres bade far
og etter mislighold. Banken benytter modeller for eksponeringer pa misligholdstidspunktet. Triggere
benyttes for & klassifisere kontoer i 3 trinn:

— Trinn 1: ”12-méaneders forventet tap”

— Trinn 2: "Vesentlig gkning i kredittrisiko sammenlignet med farste innregning”

— Trinn 3: "Kredittforringet”

Alle misligholdte engasjementer plasseres i trinn 3 i modellen. Engasjementer som har hatt en
vesentlig gkning i kredittrisiko siden fgrste innregning allokeres til trinn 2. De resterende
engasjementene inkluderes i trinn 1.

Definisjon av mislighold er engasjementer som er over 90 dager pa etterskudd i henhold til avtalt
betalingsplan og forfalt belgp minimum utgjer en stgrrelse tilsvarende € 100 i respektive lokale valuta.
Banken gikk 31.12.2022 over til en ny definisjon av mislighold, som er i samsvar med det som
benyttes i EBA sin definisjon (Guidelines on the application of the definition of default under Article
178 of Regulation (EU) No 575/2013). Det appliseres et «LIFO-prinsipp» hvor den nyeste forfalte
faktura farst blir dekket. Dette er i forskjell fra tidligere misligholdsdefinisjon hvor den eldste forfalte
fakturaen farst ble dekket inn. Dette nye prinsippet medfarer at en kunde som konsekvent ligger 30
dager etter forfall vil rulle videre til mislighold.

For & vurdere om et engasjement har hatt en vesentlig gkning i kredittrisiko, og dermed skal overfares
fra trinn 1 til trinn 2 i modellen, gjgres det i hovedsak to tester. Den farste testen, PD-testen, sjekker
om to kriterier er oppfylt for at et engasjement skal vurderes a ha hatt en vesentlig gkning i
kredittrisiko. Det fgrste kriteriet er en relativ maling av PD, og innebeerer at observert PD pa
rapporteringsdato ma veere minimum tre ganger hagyere enn forventet PD beregnet pa
innregningsdatoen. Det andre kriteriet maler absolutt endring i PD og innebeerer at denne ma veere
minimum tre prosentpoeng hgyere, dersom gkningen i kredittrisiko skal vurderes som vesentlig.
Begge kriteriene i den farste testen ma oppfylles dersom engasjementet skal vurderes & ha hatt en
betydelig gkning i kredittrisiko. Den andre testen, fungerer som en backstop, og innebaerer at dersom
engasjementet er minimum 30 dager over forfall, flyttes engasjementet, uavhengig av resultat i den
farste testen til trinn 2.

Utover de to testene benyttet banken ogsa informasjon vedragrende innvilgede betalingslettelser
(«forbearance»), samt informasjon vedr. mislighold pa annet produkt, for & vurdere om et engasjement
har hatt en betydelig gkning i kredittrisiko. Engasjement med betalingslettelser hvor naverdien av
fremtidige kontantstremmer reduseres med mer enn 1 %, eller har gjentatte betalingslettelser, blir

26

Transaksjon 09222115557510689894 Signert OB, RF, VL, KKD, SBB, BH, JHP




Lea | bank

rapportert i trinn 3. Volum av engasjement med aktive betalingslettelser pa rapporteringstidspunktet er
spesifiseres i noten som viser endringer i brutto lan.

Et engasjement som har migrert til trinn 2, kan migrere tilbake til trinn 1, forutsatt at det ikke lenger
oppfyller noen av kriteriene eller forholdene beskrevet i avsnittene over. Det er ingen eksplisitt
karantene fgr et engasjement kan migrere fra trinn 2 til trinn 1. Misligholdte 1an (trinn 3) vil migrere til
trinn 1 eller 2 nar de ikke lenger er merket som misligholdte, med mindre det gjelder kjapte
misligholdte 1an eller 1an som opprinnelig er vurdert som kredittforringet.

Banken har utviklet modeller for forventet livstid pa alle usikrede lan per land, malt mot
nedbetalingsavtale og navaerende nedbetalingsmgnster. Valgt metodologi for hver modell er basert pa
den respektive modenheten pa portefalien s& vel som tilgang pa data i de respektive markedene.
Modellene valideres lgpende. Dette omfatter bade validering pa en annen tidsperiode enn den eller de
som respektive modell er bygget pa, og validering pa en del av dataene som er holdt utenfor
modellbyggingen.

PD, LGD og EAD-modellene benytter en justeringsfaktor basert pA makrovurderinger for hvert enkelt
produkt og land. Gjennom simuleringer etableres det et forventet, et gvre og et nedrescenario for
forventede tap der modellen vekter inn ledelsens vurdering av sannsynlig makrobilde. Betydelige
makrovariabler er definert som BNP, arbeidsledighet og renteniva. For engasjementer mot nzeringsliv
og boligslanskunder er portefaljen av uvesentlig stagrrelse, og banken har derfor ikke anvendt en
kvantitativ modell.

Banken segmenterer portefglien inn i grupper av utldn med felles risikoegenskaper og beregner

forventede kredittap (ECL) for hvert segment. Det forventede kredittapet (ECL) beregnes som et
produkt av et definert sett av parametere tilpasset egenskapene til hvert segment. Formelen som
brukes er: ECL = PD * EAD * LGD.

Bankens svenske og spanske portefaljer har forelapig ikke tilstrekkelig historikk til & utvikle PD, LGD
eller SICR-faktorer. For disse landene har banken valgt a bruke sgknads-PD for & estimere PD for alle
engasjement i trinn 1. For engasjement i trinn 2 benyttes PD-verdier fordelt p& dager i forfall som viser
sannsynligheten for at kunden vil rulle videre til trinn 3 i l@pet av de neste 12 manedene. LGD-satser
for disse to portefgliene er basert pa satser observert i andre av bankens land kombinert med
innhentede priser i de respektive markedene. For disse markedene opererer ikke banken med SICR-
faktorer og det vil kun veere back-stop som farer til at kontrakter migrerer fra trinn 1 til trinn 2.

Kontanter og fordringer pa sentralbanker

Bankens kredittrisiko knyttet til «<Kontanter og fordringer pa sentralbanker» er utelukkende mot Norges
Bank. Norges Bank er ratet Aaa hos Moodys og AAA/A-1+ fra S&P og har dermed lav kredittrisiko.
Banken vurderer at presumpsjonen om lav kredittrisiko er oppfylt, gjar falgelig ikke noen
tapsavsetninger knyttet til denne balanseposten.

Utlan til og fordringer til kredittinstitusjoner og finansieringsforetak

«Utlan til og fordringer pa kredittinstitusjoner og finansieringsforetak» er mot norske finansinstitusjoner
med god rating og er dermed vurdert til & oppfylle standardens presumpsjon om lav kredittrisiko.
Banken vurderer at dette sammenholdt med LGD vil gi uvesentlige tapsavsetninger og en har derfor
ikke foretatt tapsavsetninger knyttet til denne balanseposten.

Modifikasjon

Nar de kontraktsregulerte kontantstremmene fra en finansiell eiendel blir reforhandlet eller pa annen
mate endret, og reforhandlingen eller endringen ikke farer til fraregning av den finansielle eiendelen,
beregnes den finansielle eiendelens brutto balansefgrte verdi pa nytt og det innregnes en
endringsgevinst eller et endringstap i resultatet. Den finansielle eiendelens brutto balansefarte verdi
beregnes pa nytt som naverdien av de reforhandlede eller endrede kontraktsregulerte
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kontantstrammene, diskontert med den finansielle eiendelens opprinnelige effektive rente. Eventuelle
palgpte kostnader eller honorarer justerer den endrede finansielle eiendelens balansefgrte verdi og
nedskrives over den endrede finansielle eiendelens gjenveerende levetid.

3.3. Varige driftsmidler, immaterielle eiendeler og leieavtaler
Varige driftsmidler og immaterielle eiendeler blir fart i balansen til anskaffelseskost, fratrukket
akkumulerte ordinaere avskrivninger og eventuelle nedskrivninger.

Ordinzere avskrivninger er basert pa kostpris og avskrivningene er fordelt linezert over eiendelenes
antatte gkonomiske levetid. Det har ikke vaert foretatt endringer i avskrivningsplanene.

Er den virkelige verdi av et driftsmiddel vesentlig lavere enn den bokfgrte verdi og verdinedgangen
ikke kan forventes a veere av forbigdende karakter, blir det foretatt nedskrivning til virkelig verdi.

Leieavtaler

Ved farste gangs innregning males Leieforpliktelsen og Bruksretteiendelen til naverdien av fremtidige
leieavtaler. Leieutbetalinger skal regnskapsfares som rentekostnader og amortiseringer. Banken har i
hovedsak leie av lokaler som ble balansefgrt ved innfgring av IFRS 16.

Banken har benyttet den implisitte lanerente som utgangspunkt for avkastningskravet ved beregning
av naverdien av eiendelen.

3.4. Valuta
Agiotap og agiogevinst som oppstar ved betaling til utlandet inntektsfares/kostnadsfagres pa
transaksjonstidspunktet i NOK.

3.5. Skatt

Utsatt skatt og utsatt skattefordel regnskapsfares i henhold til NRS(F) om resultatskatt.
Skattekostnaden i resultatregnskapet omfatter bade periodens betalbare skatt og endring i utsatt skatt.
Endringen i utsatt skatt er knyttet til skattevirkningen av midlertidige resultatforskjeller og endring i
underskudd til fremfaring.

Utsatt skattefordel i balansen kan bare oppfares som eiendel i balansen dersom det kan holdes for
overveiende sannsynlig at selskapet i et fremtidig regnskapsar vil ha en skattepliktig inntekt som gjar
det mulig & utnytte fordelen.

3.6. Kontantstramoppstilling
Kontantstramoppstillingen stilles opp til indirekte metode. Kontanter og kontantekvivalenter bestar av
bankinnskudd og fordring p& Norges Bank.

3.7. Finansielle derivater

Beregnet verdi av opsjoner kostnadsfgres fortlgpende i resultatregnskapet i takt med opptjeningen,
motpost er annen innskutt egenkapital i balanseregnskapet.

Frittstdende tegningsretter er balansefgrt som immateriell eiendel med motpost annen innskutt
egenkapital. Eiendelen avskrives linezert over 5 ar.

Banken benytter valutaderivater og terminkontrakter som sikringsinstrumenter for & begrense
valutarisiko. Valutaderivatene vurderes til virkelig verdi pa rapporteringstidspunkt («mark to market»),
og verdiendringene resultatfares i resultatregnskapet fortlgpende. For utfyllende info se note 19:
Markedsrisiko, valutarisiko og finansielle derivater.

I tilfeller hvor banken inngar forward flow-avtaler for misligholdte lan blir disse avtalene definert som
finansielle derivater. Banken har konkludert med at verdien av disse finansielle derivatene ikke er
vesentlige og avtalene er derfor ikke balansefart. Denne vurderingen er basert pa en sammenligning
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av de LGD satser som banken realiserer med forward flow avtaler sammenlignet med LGD satsene
som observeres i markedet for sammenlignbare banker med sammenlignbare produkter.

3.8 Virksomhetssammenslutninger

Ved oppkjgp av virksomhet anvendes oppkjgpsmetoden. Vederlaget som er ytt males til virkelig verdi
av overfgrte eiendeler, padratte forpliktelser og utstedte egenkapitalinstrumenter. Inkludert i vederlaget
er ogsa virkelig verdi av alle eiendeler eller forpliktelser som fglge av avtale om betinget vederlag.
Identifiserbare eiendeler, gjeld og betingede forpliktelser regnskapsfares til virkelig verdi pa
oppkjapstidspunktet. Ikke-kontrollerende eierinteresser i det oppkjapte foretaket males fra gang til
gang enten til virkelig verdi, eller til sin andel av det overtatte foretakets nettoeiendeler.

Utgifter knyttet til oppkjgp kostnadsferes nar de palaper.

Nar oppkjgpet skjer i flere trinn skal eierandel fra tidligere kjgp verdsettes pa nytt til virkelig verdi pa
kontrolltidspunktet med resultatfgring av verdiendringen

Betinget vederlag males til virkelig verdi pa oppkjgpstidspunktet. Behandlingen av etterfalgende
endringer i virkelig verdi av det betingede vederlaget er avhengig av om det betingede vederlaget
klassifiseres som eiendel, gjeld eller egenkapital. Eiendeler og gjeld som ikke er finansielle eiendeler
eller forpliktelser (de vil si utenfor virkeomradet til IFRS 9), males til virkelig verdi med verdiendringene
presentert i resultatet. Finansielle eiendeler eller forpliktelser males til virkelig verdi og verdiendringene
skal i henhold til IFRS 9 resultatfgres eller presenteres i utvidet resultat. Det foretas ikke ny
verdimaling av betingede vederlag klassifisert som egenkapital, og etterfglgende oppgjer fares mot
egenkapitalen.

Badwill oppstar nar anskaffelseskost ved kjap av virksomhet er lavere enn virkelig verdi av bankens
andel av netto identifiserbare eiendeler pa oppkjgpstidspunktet. Denne inntektsfgres umiddelbart.

3.9. Pensjon

Banken er underlagt lov om obligatorisk tjenestepensjon og banken har en innskuddsordning som
omfatter samtlige ansatte. Innskudd i ordningen betales lgpende, banken har ikke forpliktelser utover
den Igpende innbetalingen til ordningen.

3.10. Vurderinger og estimater

Ved utarbeidelse av regnskapet har ledelsen gjort vurderinger, estimater og forutsetninger som
pavirker anvendelsen av bankens regnskapsprinsipper og de rapporterte belgpene pa eiendeler,
forpliktelser, inntekter og kostnader. Faktiske resultater kan avvike fra disse estimatene.

Estimater og underliggende forutsetninger vurderes fortlapende. Endringer i estimater innregnes nar
de oppstar.

Informasjon om vurderinger som er gjort ved anvendelse av regnskapsprinsipper som har starst effekt
pa belgpene som er presentert i arsregnskapet er inkludert i falgende noter:

Note 3: herunder fastsette kriteriene for nar det har inntruffet en vesentlig gkning i kredittrisiko siden
fgrstegangsinnregning, bestemme metodikk for a innarbeide fremtidsrettet informasjon i maling av
ECL (Expected Credit Loss) og valg av modeller som blir brukt til & male ECL

Note 3: herunder klassifisering av finansielle eiendeler, vurdering av forretningsmodellen som omfatter
eiendelene og vurdering av om de kontraktsmessige vilkarene for den finansielle eiendelen er SPPI
(Solely Payments of Principal and Interest) p& hovedstolbelgpet.

Informasjon om forutsetninger og estimatusikkerhet som har en betydelig risiko for a resultere i en
vesentlig justering i aret som ble avsluttet 31. desember 2023 er inkludert i falgende noter:

Verdifall pa finansielle instrumenter og herunder bestemmelsene av input til ECL-malemodellen,
inkludert viktige forutsetninger brukt for & estimere gjenvinnbare kontantstrammer og innarbeidelse av
fremtidsrettet informasjon.
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Note 2: Utlan til og fordringer pa kredittinstitusjoner

Nok i tusen 2023
Bankinnskudd 350,786
herav bundne midler:

Skattetrekkskonto 3,582
Klientmidler forsikringsformidling 3,119
Kontanter og kontantekvivalenter

Norges Bank 51,931

Note 3: Utlan, garantier, mislighold og nedskrivninger
3.1 Brutto utlan, off-balance og tapsavsetning per produkt og land

31.12.2023, belgp i tusen kroner

Brutto utlan Tapsavsetning/Forventet kredittap

ALY
322 201

3518
5164

50 402

Netto utlén

Hvorav
Brutto _2gent Off- . . . . . : ) ) )
2 provisjon/ Trinn1l Trinn2 Trinn3 Totalt Trinn1l Trinn2 Trinn3 Totalt Trinn1l Trinn2 Trinn3 Totalt
utlan etabl.geby balance
r

Forbrukslan
Norge 2,402,579 67,493 57,264 | 2,026,614 194,360 181,605 2,402,579 | 29,875 25,770 64,655 120,300 | 1,996,739 168,590 116,950 2,282,279
Finland 3,280,319 50,866 94,374 | 2,593,365 307,857 379,097 3,280,319 | 47,021 42,696 115,936 205,653 | 2,546,344 265,162 263,161 3,074,666
Sverige 912,697 28,886 59,860 | 712,981 32,439 167,276 912,697 | 17,312 6,269 52,521 76,101 | 695669 26,170 114756 836,595
Spania 292,174 11,425 267,444 10,399 14,331 292,174 7,831 4,109 10,047 21,987 | 259,612 6,290 4,284 270,186
SMB og
boliglan
Norge 25,488 25,488 25,488 3,500 3,500 21,988 21,988
Totalt 6,913,256 158,670 211,499 | 5625892 545055 742,309 6,913,256 | 105540 78,844 243,158 427,542 |5520,352 466,211 499,151 6,485,714

Brutto utlan gjelder i hovedsak usikret kreditt (forbrukslan).

31.12.2022, belgp i tusen kroner

Brutto utlan

Tapsavsetning/Forventet kredittap

Netto utlan

Hvorav
Biiiie pri%?sr]gn/ y Trinn1l Trinn2 Trinn3 Totalt Trinnl Trinn2 Trinn3 Totalt Trinn1l Trinn2 Trinn3 Totalt
utldn  giap) gepy balance
r
Forbrukslan
Norge 2 776 465 57 896 69 938 2135911 201774 438780 2776 465 41797 23212 142 868 207878 | 2094 114 178562 295912 2568587
Finland 2966 319 81317 159690 | 2596235 191302 178782 2966 319 69 971 33084 57 654 160 710 | 2526 264 158 217 121128 2805609
Sverige 507 904 17 511 90 164 454 133 19 496 34275 507 904 10 793 1620 18 872 31285 443 340 17 876 15 403 476 619
SMB og
boliglan
Norge 36 236 36 236 36 236 3500 3500 32736 32736
Totalt 6286924 156 723 319793 | 5222515 412572 651837 6286924 | 126 062 57 916 219 395 403373 | 5096454 354656 432442 5883551
Brutto utlan gjelder i hovedsak usikret kreditt (forbrukslan og kredittkortlan).
3.2 Spesifikasjon av kredittap p& utlan og garantier*
Belgp i tusen kroner 2023 2022
Endring i tapsavsetning - forventet kredittap over 12 maneder (trinn 1) -20,522 1,893
Endring i tapsavsetning - forventet kredittap over produktets levetid (trinn 2) 20,927 8,175
Endring i tapsavsetning - forventet kredittap over produktets levetid (trinn 3) 23,763 -64,362
Konstaterte tap** 259,337 230,263
Kredittap p& utlén i perioden 283,505 175,968
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*Banken har ingen utstedte garantier pr 31.12.2023
**Kontraktsregulerte utestdende belgp for finansielle eiendeler som ble nedskrevet i lapet av rapporteringsperioden, og som
fremdeles er underlagt hdndhevingsaktiviteter, er ubetydelige for regnskapet.

3.3 Brutto utlan og off-balance per risikoklasse

31.12.2023 Belgp i tusen kroner

Risiko

HEBeR, Sannsynlighet 5 Maksimal

belgp i h islighold Brutto utlan Off-balance K : Hvorav trinn 1 Hvorav trinn 2 Hvorav trinn 3
— or misligho eksponering

kroner

A 0-10% 4,602,420 211,499 4,813,919 4,780,056 33,863 -
B 10-20 % 847,128 - 847,128 790,899 56,229 -
C 20-30 % 238,543 - 238,543 142,109 96,434 -
D 30-40 % 125,314 - 125,314 56,378 68,936 -
E 40 - 50 % 137,484 - 137,484 37,847 99,637 -
F 50 - 60 % 89,494 - 89,494 19,643 69,850 -
G 60 -70 % 47,012 - 47,012 4,563 42,449 -
H 70 -80 % 29,474 - 29,474 2,103 27,371 -
| 80 -90 % 36,087 - 36,087 357 35,730 -
J 90 - 100 % 17,992 - 17,992 54 17,938 -
pisligholdte 100 g5 742,300 - 742,309 - - 742,300
Totalt 6,913,256 211,499 7,124,755 5,834,009 548,437 742,309

Risikoklasser er gruppert etter sannsynlighet for mislighold (12-méaneders PD), i grupper fra A til J, hvor gruppe A er gruppen
med lavest risiko og J gruppen med hgyest risiko. Misligholdte lan er skilt ut i egen gruppe.

31.12.2022 Belgp i tusen kroner

Risiko

I;Iasse_, Sannsynlighet % ELSINET . . .
tuesln‘;zg i for mislighold Brutto utlan Off-balance eksponering Hvorav trinn 1 Hvorav trinn 2 Hvorav trinn 3
kroner

A 0-10% 4 261 280 319793 4581073 4563 291 17 782 -
B 10-20 % 546 504 - 546 504 510579 35925 -
C 20-30 % 250 430 - 250 430 191 339 59 091 -
D 30-40 % 192 901 - 192 901 125 373 67 527 -
E 40 - 50 % 158 400 - 158 400 75 426 82974 -
F 50 - 60 % 190 753 - 190 753 67 279 123474 -
G 60 - 70 % 34 766 - 34 766 7779 26 987 -
H 70 - 80 % - - - - - -
| 80 -90 % - - - - - -
J 90 - 100 % 54 - 54 54 - -
l"gf"gh"'d‘e 100 % 651 837 - 651 837 - - 651 837
Totalt 6 286 924 319793 6606 717 5541120 413 760 651 837

Risikoklasser er gruppert etter sannsynlighet for mislighold (12-méaneders PD), i grupper fra A til J, hvor gruppe A er gruppen
med lavest risiko og J gruppen med hgyest risiko. Misligholdte 1an er skilt ut i egen gruppe.
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3.4 Endringer i brutto utlan og tapsavsetninger

Totalt inkl. forbrukslan og kredittkortlan - 01.01.2023 - 31.12.2023

Avstemming av brutto utlan

Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt
Brutto utlan per 01.01.2023 5,222,515 412,572 651,837 6,286,924

Overfaringer

- overfaring fra Trinn 1 til Trinn 2 -1,062,112 1,062,112 - -
- overfaring fra Trinn 1 til Trinn 3 -260,727 = 260,727 -
- overfaring fra Trinn 2 til Trinn 3 = -533,160 533,160 -
- overfaring fra Trinn 3 til Trinn 2 = 52,146 -52,146 -
- overfgring fra Trinn 2 til Trinn 1 284,484 -284,484 - -
- overfaring fra Trinn 3 til Trinn 1 71,592 - -71,592 -
Nye finansielle eiendeler utstedt eller kjgpt 3,558,903 32,094 5,051 3,596,049
Finansielle eiendeler fraregnet i perioden -1,554,995 -187,181 -569,440 -2,311,616
Delvis tilbakebetalinger -835,733 -23,098 -34,156 -892,988
Valutaeffekter 201,966 14,052 18,868 234,886

Endring i modell eller riskparametre - - - -
Andre justeringer - - - -
Brutto utldn per 31.12.2023 5,625,892 545,055 742,309 6,913,256

- herav 1&n med betalingslettelser - 734 48,061 48,796

Avstemming av totalt forventet kredittap
Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt
Tapsavsetning per 01.01.2023 126,062 57,916 219,395 403,373

Overfaringer

- overfgring fra Trinn 1 til Trinn 2 -69,222 69,222 - -
- overfgring fra Trinn 1 til Trinn 3 -13,803 - 13,803 -
- overfgring fra Trinn 2 til Trinn 3 - -96,707 96,707 -
- overfgring fra Trinn 3 til Trinn 2 - 5,652 -5,652 -
- overfgring fra Trinn 2 til Trinn 1 53,394 -53,394 - -
- overfgring fra Trinn 3 til Trinn 1 10,367 - -10,367 -
Nye finansielle eiendeler utstedt eller kjapt 70,834 1,440 1,981 74,255
Finansielle eiendeler fraregnet i perioden -31,812 -25,644 -131,583 -189,039
Endring i maling* -45,571 118,707 55,406 128,543
Valutaeffekter 5,292 1,650 3,468 10,409

Endring i modell eller riskparametere - - - -
Andre justeringer - - - -
Tapsavsetning per 31.12.2023 105,540 78,844 243,158 427,542
*endring i PD, LGD eller EAD og 12 maneders kredittap mot kredittap over forventet levetid.

PD (probability of default), LGD (loss given default), EAD (exposure at default)
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Forbrukslan i Norge

Avstemming av brutto utlan for forbrukslan i Norge
Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt
Brutto utldn per 01.01.2023 2,135,911 201,774 438,780 2,776,465

Overfgringer

- overfgring fra Trinn 1 til Trinn 2 -331,246 331,246 - -
- overfgring fra Trinn 1 til Trinn 3 -64,704 - 64,704 -
- overfgring fra Trinn 2 til Trinn 3 - -167,728 167,728 -
- overfgring fra Trinn 3 til Trinn 2 - 19,542 -19,542 -
- overfgring fra Trinn 2 til Trinn 1 131,955 -131,955 - -
- overfgring fra Trinn 3 til Trinn 1 25,307 - -25,307 -
Nye finansielle eiendeler utstedte 1,225,838 3,913 838 1,230,589
Finansielle eiendeler fraregnet i perioden -684,080 -42,345 -423,943 -1,150,368
Delvis nedbetaling -412,367 -20,087 -21,654 -454,108

Valutaeffekter - - - -
Endring i modell- eller risikoparametere - - - -
Andre justeringer - - - -
Brutto utlan per 31.12.2023 2,026,614 194,360 181,605 2,402,579
- herav 1&n med betalingslettelser - 652 20,050 20,702

Avstemming av forventet kredittap for forbrukslan i Norge

Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt
Tapsavsetning per 01.01.2023 41,797 23,212 142,868 207,878

Overfaringer

- overfgring fra Trinn 1 til Trinn 2 -21,323 21,323 - -
- overfgring fra Trinn 1 til Trinn 3 -3,855 - 3,855 -
- overfgring fra Trinn 2 til Trinn 3 - -27,659 27,659 -
- overfgring fra Trinn 3 til Trinn 2 - 2,260 -2,260 -
- overfgring fra Trinn 2 til Trinn 1 21,966 -21,966 - -
- overfgring fra Trinn 3 til Trinn 1 3,084 - -3,084 -
Nye finansielle eiendeler utstedt eller kjapt 20,660 210 96 20,966
Finansielle eiendeler fraregnet i perioden -12,325 -5,301 -91,009 -108,635
Endring i maling* -20,128 33,691 -13,471 91

Valutaeffekter - - - -

Endring i modell- eller risikoparametere - - - -

Andre justeringer - - - -

Tapsavsetning per 31.12.2023 29,875 25,770 64,655 120,300
*endring i PD, LGD eller EAD og 12 maneders kredittap mot kredittap over forventet levetid.
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Forbrukslan i Finland

Avstemming av brutto utlén for forbrukslan i Finland
Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt

Brutto utlan per 01.01.2023 2,596,235 191,302 178,782 2,966,319

Overfgringer

- overfgring fra Trinn 1 til Trinn 2 -606,565 606,565 = -
- overfgring fra Trinn 1 til Trinn 3 -145,681 - 145,681 -
- overfgring fra Trinn 2 til Trinn 3 - -262,962 262,962 -
- overfgring fra Trinn 3 til Trinn 2 - 30,123 -30,123 -
- overfgring fra Trinn 2 til Trinn 1 135,104 -135,104 - -
- overfgring fra Trinn 3 til Trinn 1 39,603 - -39,603 -
Nye finansielle eiendeler utstedte 1,499,305 13,495 2,664 1,515,464
Finansielle eiendeler fraregnet i perioden -756,539 -143,997 -142,997 -1,043,533
Delvis tilbakebetaling -338,010 -3,760 -11,179 -352,949
Valutaeffekter 169,914 12,195 12,910 195,019

Endring i modell- eller risikoparametere - - - -
Andre justeringer - - - R

Brutto utlan per 31.12.2023 2,593,365 307,857 379,097 3,280,319

- herav I&n med betalingslettelser - 82 27,528 27,610
Avstemming av forventet kredittap for forbrukslan i Finland

Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt

Tapsavsetning per 01.01.2023 69,971 33,084 57,654 160,710

Overfaringer

- overfgring fra Trinn 1 til Trinn 2 -45,305 45,305 - -
- overfgring fra Trinn 1 til Trinn 3 -9,151 - 9,151 -
- overfgring fra Trinn 2 til Trinn 3 - -53,642 53,642 -
- overfgring fra Trinn 3 til Trinn 2 - 3,079 -3,079 -
- overfgring fra Trinn 2 til Trinn 1 27,684 -27,684 - -
- overfgring fra Trinn 3 til Trinn 1 5,379 - -5,379 -
Nye finansielle eiendeler utstedte 34,970 712 539 36,221
Finansielle eiendeler fraregnet i perioden -17,862 -20,269 -40,034 -78,166
Endring i maling* -24,000 60,560 41,291 77,851
Valutaeffekter 5,335 1,551 2,150 9,036

Endring i modell- eller risikoparametere - - - -
Andre justeringer - - - -
Tapsavsetning per 31.12.2023 47,021 42,696 115,936 205,653

*Endring i PD, LGD eller EAD og 12 maneders kredittap mot kredittap over forventet levetid.
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Avstemming av brutto utlan for forbrukslan i Sverige
Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt

Brutto utlan per 01.01.2023 454,133 19,496 34,275 507,904
Overfgringer

- overfgring fra Trinn 1 til Trinn 2 -108,605 108,605 - -
- overfgring fra Trinn 1 til Trinn 3 -43,532 - 43,532 -
- overfgring fra Trinn 2 til Trinn 3 = -95,311 95,311 -
- overfgring fra Trinn 3 til Trinn 2 = 2,481 -2,481 -
- overfaring fra Trinn 2 til Trinn 1 17,000 -17,000 - -
- overfgring fra Trinn 3 til Trinn 1 6,682 - -6,682 -
Nye finansielle eiendeler utstedte 518,382 12,454 1,158 531,995
Finansielle eiendeler fraregnet i perioden -97,850 -779 -2,464 -101,093
Delvis nedbetaling -76,556 359 -1,461 -77,657
Valutaeffekter 43,328 2,134 6,087 51,549
Endring i modell- eller risikoparametere - - - -
Andre justeringer N - ' -
Brutto utldn per 31.12.2023 712,981 32,439 167,276 912,697
- herav 1&n med betalingslettelser - - 484 484

Avstemming av forventet kredittap for forbruksléan i Sverige

Belgp i tusen kroner

Trinn 1 Trinn 2

Trinn 3

Trinn 3

Tapsavsetning per 01.01.2023 10,793 1,620 18,872 31,285
Overfgringer

- overfgring fra Trinn 1 til Trinn 2 -1,885 1,885 - -
- overfgring fra Trinn 1 til Trinn 3 -481 - 481 -
- overfgring fra Trinn 2 til Trinn 3 - -13,914 13,914 -
- overfgring fra Trinn 3 til Trinn 2 - 313 -313 -
- overfgring fra Trinn 2 til Trinn 1 3,693 -3,693 - -
- overfgring fra Trinn 3 til Trinn 1 1,904 - -1,904 -
Nye finansielle eiendeler utstedte 4,820 388 1,158 6,367
Finansielle eiendeler fraregnet i perioden -1,225 -71 -509 -1,805
Endring i maling* -676 19,576 19,399 38,299
Valutaeffekter 369 164 1,422 1,955
Endring i modell- eller risikoparametere - - - -
Andre justeringer - - - -
Tapsavsetning per 31.12.2023 17,312 6,269 52,521 76,101
*endring i PD, LGD eller EAD og 12 maneders kredittap mot kredittap over forventet levetid.
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Forbrukslan Spania

Avstemming av brutto utlan for forbrukslan i Spania

Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Totalt

Brutto utlan per 01.01.2023 - - - R

Overfgringer

- overfgring fra Trinn 1 til Trinn 2 -15,696 15,696 - -
- overfgring fra Trinn 1 til Trinn 3 -6,810 = 6,810 -
- overfgring fra Trinn 2 til Trinn 3 = -7,159 7,159 -
- overfgring fra Trinn 3 til Trinn 2 - - - -
- overfaring fra Trinn 2 til Trinn 1 426 -426 = -
- overfgring fra Trinn 3 til Trinn 1 - - - -
Nye finansielle eiendeler utstedte 315,378 2,233 391 318,002
Finansielle eiendeler fraregnet i perioden -5,778 -59 -37 -5,874
Delvis nedbetaling -8,801 390 137 -8,273
Valutaeffekter -11,276 -276 -129 -11,682

Endring i modell- eller risikoparametere - - - -
Andre justeringer - - - -
Brutto utldn per 31.12.2023 267,444 10,399 14,331 292,174

- herav lan med betalingslettelser - - - -

Avstemming av forventet kredittap for forbrukslan i Spania
Belgp i tusen kroner Trinn 1 Trinn 2 Trinn 3 Trinn 3

Tapsavsetning per 01.01.2023 - - - -

Overfaringer

- overfgring fra Trinn 1 til Trinn 2 -710 710 - -
- overfgring fra Trinn 1 til Trinn 3 -315 - 315 -
- overfgring fra Trinn 2 til Trinn 3 - -1,492 1,492 -
- overfgring fra Trinn 3 til Trinn 2 - - - -
- overfgring fra Trinn 2 til Trinn 1 52 -52 - -
- overfgring fra Trinn 3 til Trinn 1 - - - -
Nye finansielle eiendeler utstedte 10,383 130 188 10,701
Finansielle eiendeler fraregnet i perioden -400 -2 -31 -433
Endring i maling* -766 4,880 8,187 12,301
Valutaeffekter -413 -65 -104 -582

Endring i modell- eller risikoparametere - - - -
Andre justeringer - - - -
Tapsavsetning per 31.12.2023 7,831 4,109 10,047 21,987

*endring i PD, LGD eller EAD og 12 maneders kredittap mot kredittap over forventet levetid.
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SMB og boliglan

Avstemming av brutto utlan for SMB- og boliglan

Belgp i tusen kroner

Lea

Trinn 2

bank

Trinn 3

Brutto utléan per 01.01.2023

Overfaringer

- overfaring fra Trinn 1 til Trinn 2

- overfaring fra Trinn 1 til Trinn 3

- overfaring fra Trinn 2 til Trinn 3

- overfgring fra Trinn 3 til Trinn 2

- overfgring fra Trinn 2 til Trinn 1

- overfaring fra Trinn 3 til Trinn 1

Nye finansielle eiendeler utstedte
Finansielle eiendeler fraregnet i perioden
Delvis tilbakebetaling

Valutaeffekter

Endring i modell- eller risikoparametere
Andre justeringer

36,236 -

- 36,236

Brutto utlén per 31.12.2023

Avstemming av forventet kredittap for SMB- og boliglan

Trinn 1 Trinn 2

Trinn 3

Totalt

Belgp i tusen kroner

Tapsavsetning per 01.01.2023

Overfgringer

- overfgring fra Trinn 1 til Trinn 2

- overfgring fra Trinn 1 til Trinn 3

- overfgring fra Trinn 2 til Trinn 3

- overfgring fra Trinn 3 til Trinn 2

- overfgring fra Trinn 2 til Trinn 1

- overfgring fra Trinn 3 til Trinn 1

Nye finansielle eiendeler utstedte
Finansielle eiendeler fraregnet i perioden
Endring i maling*

Valutaeffekter

Endring i modell- eller risikoparametere
Andre justeringer

3,500 -

- 3,500

Tapsavsetning per 31.12.2023

3,500 -

- 3,500

*endring i PD, LGD eller EAD og 12 maneders kredittap mot kredittap over forventet levetid.
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3.5 Makroscenarioer og sensitivitet av forventet kredittap - 31.12.2023

Forventet kredittap Basisscenario Optimistisk scenario Pessimistisk scenario
rapportert under IFRS 9 (30-35 %) (25%) (40-45 %)

Belgp i tusen kroner
Total 427,542 378,744 331,658 518,031
Forbrukslan 424,042 375,244 328,158 514,531
SMB- og boliglan 3,500 3,500 3,500 3,500
Norge 123,800 110,407 96,461 152,606
Forbrukslan 120,300 106,907 92,961 149,106
SMB- og boliglan 3,500 3,500 3,500 3,500
Finland 205,653 180,724 157,637 248,948
Forbrukslan 205,653 180,724 157,637 248,948
SMB- og boliglan - - - -
Sverige 76,101 68,673 61,488 89,172
Forbrukslan 76,101 68,673 61,488 89,172
SMB- og boliglan - - - -
Spania 21,987 18,940 16,073 27,305
Forbrukslan 21,987 18,940 16,073 27,305

SMB- og boliglan -

Forventet kredittap rapportert under IFRS 9 er makrovektet.
Falgende vekter er brukt for de tre scenariene:

Norge: basisscenario (35 %), optimistisk scenario (25 %) og pessimistisk scenario (40 %).
Finland, Sverige og Spania: basisscenario (30 %), optimistisk scenario (25 %) og pessimistisk scenario (45 %).

Makroscenarioer og sensitivitet av forventet kredittap - 31.12.2022

Belgp i tusen kroner Forventet kredittap Basisscenario Optimistisk scenario Pessimistisk scenario
rapportert under IFRS 9 (30-35 %) (30 %) (35-40 %)

Total 403,373 369,590 328,725 491,720
Forbrukslan 399,873 366,090 325,225 488,220
SMB- og boliglan 3,500 3,500 3,500 3,500
Norge 211,378 197,328 178,602 253,521
Forbrukslan 207,878 193,828 175,102 250,021
SMB- og boliglan 3,500 3,500 3,500 3,500
Finland 160,710 142,537 122,122 203,281
Forbrukslan 160,710 142,537 122,122 203,281
SMB- og boliglan - - - -
Sverige 31,285 29,725 28,001 34,918
Forbrukslan 31,285 29,725 28,001 34,918
SMB- og boliglan - - - -

Forventet kredittap rapportert under IFRS 9 er makrovektet.

Folgende vekter er brukt for de tre scenariene:

Norge: basisscenario (35 %), optimistisk scenario (30 %) og pessimistisk scenario (35 %).

Finland og Sverige: basisscenario (30 %), optimistisk scenario (30 %) og pessimistisk scenario (40 %).
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Note 4: Rentebaerende verdipapirer

Rentebaerende verdipapirer er finansielle instrumenter som males og verdsettes til virkelig verdi etter
noterte priser i et aktivt marked hvor priser er tilgjengelige pa balansetidspunktet. Dette er vurdert &
veere niva 1 verdsettelser etter IFRS 13.

For 2023:

Nominell verdi Nominell verdi . N
EUR/SEK NOK Anskaffelseskost Bokfart verdi Markedsverdi

Garantert av stat eller tilsvarende
myndighet, EUR 11 000 123 646 123 005 123 002 123 002

Garantert av stat eller tilsvarende
myndighet, SEK 50 000 50 650 49 211 51 381 51381
Sum sertifikater og obligasjoner 61 000 174 296 172 216 174 383 174,383

Risikovekt i % ISIN  Anskaffelses- kostnad  Balansefart verdi
Alfred Berg OMF Kort 10 % NO0010655152 201 356 202 144
Danske Invest Norsk Likviditet OMF 10 % NO0010667678 202 395 201 607
DNB Global Treasury 0% NO0010756281 184 636 184 539
DNB Likviditet 20 E 20 % NO0010337652 21589 21 647
DNB OMF 10 % NOO0010733017 52 675 52 822
Sum fond 662 650 662,759

Andeler i verdipapirfond er finansielle instrumenter som males og verdsettes til virkelig verdi etter
noterte priser i et aktivt marked hvor priser er tilgjengelige pa balansetidspunktet. Dette er vurdert &
veere niva 1 verdsettelser etter IFRS 13.

Avkastning pa plasseringer gjennom aret var totalt p4 MNOK 36,9. Fondene har god likviditet, og det
stilles daglige kurser i markedet for de ulike fond, er det er derfor ikke knyttet vesentlig usikkerhet til
verdien av disse pr. arsslutt.

For 2022:
Nominellveral  Nominellverdi  anskaffelseskost Bokfort verdi Markedsverdi
et g ! ovarende 26 000 273 359 262134 273 248 273 248
et o ! tovarende 50 000 47 265 48 966 48 100 48 100
Sum sertifikater og obligasjoner 76 000 320 624 311100 321 348 321 348
Fond Risikovekt i % ISIN Anskaffelses- kostnad Balansefgrt verdi
Alfred Berg OMF Kort 10 % NO0010655152 113 862 113 832
Danske Invest Norsk Likviditet OMF 10 % NOO0010667678 159 708 158 106
DNB Global Treasury 0% NO0010756281 184 636 177 381
DNB Likviditet 20 E 20 % NOO0010337652 20 706 20 678
DNB OMF 10 % NOO0010733017 166 740 167 280
Sum fond 645 653 637 277

Andeler i verdipapirfond er finansielle instrumenter som maéles og verdsettes til virkelig verdi etter
noterte priser i et aktivt marked hvor priser er tilgjengelige pa balansetidspunktet. Dette er vurdert &
veere niva 1 verdsettelser etter IFRS 13.
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Avkastning pa plasseringer gjennom aret var totalt pA MNOK 4,6. Fondene har god likviditet, og det
stilles daglige kurser i markedet for de ulike fond, er det er derfor ikke knyttet vesentlig usikkerhet til
verdien av disse pr. arsslutt.

Note 5: Finansielle instrumenter

31.12.2023 31.12.2022
Virkelig verdi Amortisert Virkelig verdi Amortisert

Belgp i MNOK over resultat kost over resultat kost

Utln til og fordringer p&

kredittinstitusjoner 402,717 402,717 372 603 372 603
Utlan til kunder 6,485,715 6,485,715 5883 551 5883 551
Rentebaerende verdipapirer 837,142 837,142 958 624 958 624
Andre fordringer 21,257 21,257 20 256 20 256
Sum finansielle eiendeler 837,142 6,909,689 7,746,831 958 624 6276 410 7 235 035
Innskudd fra kunder 6,239,373 6,239,373 5791 333 5791 333
Annen kortsiktig gjeld 6,132 6,132 4620 4620
Ansvarlig 1&n 82,084 82,084 81 746 81 746
Sum finansiell gjeld 6,327,589 6,327,589 5877 700 5877 700

Note 6: Aksjer, andeler og andre egenkapitalinstrumenter

For 2023:
Anleggsaksjer Eierandel Ant. aksjer 1.1 Arets tilgang/ Ant.aksjer 31.12 At es Bala_nsef:art
EVEU] kost verdi
Vipps AS 920 889 298 0,0% 169 0 169 47 47
Norsk gjeldsinformasjon AS 920 013 015 0,0% 1,928 0 1,928 118 118
SDC AS 16 98 81 38 0,0% 4,435 0 4,435 2,214 2,274
Sum anleggsaksjer 2,379 2,439

Verdsettelse av aksjer:

Etter at banken valgte SDC som leverandgr av bankens IT-systemer ble det avtalt at banken kjgpte
obligatoriske aksjer i SDC. Banken eier 4 435 aksjer bokfgrt til totalt MNOK 2,4 omregnet fra DKK.
Posten er langsiktig og det er ikke foretatt valutajustering av palydende og bokfert verdi pr 31.12.23.
Banken avsluttet sitt samarbeid med SDC pr 31.12.23 og det er kun aksjene som star pa bok. Aksjene
vil bli kjgpt tilbake av SDC i lgpet av 2024.

Aksjene i Vipps AS og Norsk Gjeldsinformasjon er estimert til kurs pa tidspunktet for tildeling. Dette er
vurdert & veere niva 3 verdsettelser etter IFRS 13.

Banken har pr. 31.12.23 ett heleid datterselskap. Selskapet er i midlertidig eie og har ingen vesentlig
pavirkning av bankens gkonomiske stilling.
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Eierinteresser i Eierandel Ant. Arets tilgang/  Ant.aksjer Anskaffelses Balansefgrt

konsernselskaper aksjer 1.1 31.12 - kost verdi

Vollekjeer Utvikling AS 914 933 994 100 % 30 30 5231 100

5231 100

Resultat og egenkapital i Resultat Egenkapital

konsernselskaper 2023 31.12.23

Vollekjeer Utvikling AS 0 0

Sum eierinteresser i

konsernselskaper 0

For 2022:

Anleggsaksjer Eierandel Ant. aksjer 1.1 Arets tilgang/ Ant.aksjer 31.12 TS EEEES Balansefﬂr;
avgang kost verdi

Vipps AS 920 889 298 0,0% 169 169 a7 47

Norsk gjeldsinformasjon AS 920 013 015 0,0% 1928 1928 118 118

SDC AS 16 98 81 38 0,0% 4435 4435 2214 2274

Sum anleggsaksjer 2379 2439

Verdsettelse av aksjer:

Etter at banken valgte SDC som leverandgr av bankens IT-systemer ble det avtalt at banken kjgpte
obligatoriske aksjer i SDC. Banken eier 4 435 aksjer bokfgrt til totalt MNOK 2,4 omregnet fra DKK.
Posten er langsiktig og det er ikke foretatt valutajustering av palydende og bokfert verdi pr 31.12.22.

Aksjene i Vipps AS og Norsk Gjeldsinformasjon er estimert til kurs pa tidspunktet for tildeling. Dette er
vurdert & veere niva 3 verdsettelser etter IFRS 13.

Banken har pr. 31.12.22 ett heleid datterselskap. Selskapet er i midlertidig eie og har ingen vesentlig
pavirkning av bankens gkonomiske stilling. Banken avviklet 3 selskaper i 2022.

Eierinteresser i el Ant. aksjer Arets tilgang/ Ant.aksjer Anskaffelses- Balansefart
konsernselskaper 11 avgang 31.12 kost verdi
Vollekjeer Utvikling AS 914 933 994 100 % 30 30 5231 100
Flisvika Utvikling AS 982 757 789 100 % 1 000 -1000 0
Sasybank Elendom L 916 776 381 100 % 30 000 -30000 0
Sasybank Elendom 2 916 776 497 100 % 30 000 -30000 0

Sum eierinteresser i

5231 100
konsernselskaper

Resultat og egenkapital i konsernselskaper Resultat 2022 Egenkapital 31.12.22
Vollekjeer Utvikling AS 0 0
Sum eierinteresser i konsernselskaper 0
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Note 7: Varige driftsmidler

Banken benytter fglgende avskrivningssatser:
Maskiner/ IT-utstyr og software — 3 ar
Inventar/innredninger — 5 ar

Immaterielle eiendeler — mellom 5 og 10 ar

Immaterielle eiendeler bestar av SDC kjernebanksystem, front-end systemer, andre aktiverte IT-
utviklingskostnader og prosjektkostnader. Banken har valgt & avskrive kjernesystemet fra SDC over 10
ar, og andre immaterielle eiendeler IT over 5 ar. Samarbeidsavtalen med SDC er avviklet per 31.12.23
og har ingen balansefgrte eiendeler tilknyttet dette per 31.12.23.

For 2023:
Varige driftsmidler Maskiner og inventar Immaterielle eiendeler Bruksretteiendeler
Anskaffelseskost pr 01.01.2023 4,127 63,238 18,882

Implementeringseffekt
Arets tilgang 247 21,546 1,189

Arets avgang (nedskrivninger)

Anskaffelseskost pr 31.12.2023 4,374 84,784 20,071
Akkumulerte avskrivninger 01.01 3,305 33,858 10,929
Arets utrangeringer 0 0

Arets avskrivninger 431 9,707 4,648
Akkumulerte avskrivninger pr.31.12.23 3,735 43,565 15,577
Bokfert verdi pr.31.12.23 639 41,219 4,494
Arets ordingere avskrivninger 431 9,707 4,648
Arets ordingere nedskrivninger 0 0

Leieforpliktelse
Inngdende balanse

Implementeringseffekt -8,114
Tilganger -582
Effekt av endringer i valutakurs

Justeringer -461
Effekt av simulering

Leiebetalinger 4,752
Renter -243
Sluttoppgjer ved avgang

Utgdende balanse -4,649

Forfallsanalyse, udiskontert kontantstrgm

Inntil 1 &r 4,173
1-2 ar 616
2-3ar
3-4 ar
4-5 ar

Mer enn 5 &r
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Kostnadsfgrte variable betalinger avhengig av bruk eller ytelse
Kostnader relatert til avtaler med unntak for kortsiktig varighet

Kostnader relatert til avtaler med unntak for eiendel av verdi (ekskludert

kortsiktig avtaler over)
Vektet gjennomsnittlig diskonteringsrente

3.80 %

For 2022:

Varige driftsmidler Maskiner og inventar Immaterielle eiendeler Bruksretteiendeler
Anskaffelseskost pr 01.01.2022 3697 42 993 16 503
Implementeringseffekt

Arets tilgang 430 20 245 2379
Arets avgang (nedskrivninger)

Anskaffelseskost pr 31.12.2022 4127 63 238 18 882
Akkumulerte avskrivninger 01.01 2852 27274 7132
Arets utrangeringer 0 0

Arets avskrivninger 452 6 584 3797
Akkumulerte avskrivninger pr.31.12.22 3305 33 858 10 929
Bokfart verdi pr.31.12.22 822 29 380 7 953
Arets ordingere avskrivninger 452 6 584 3797

Leie av banklokaler

Lea bank ASA har hovedkontor i Holbergsgt. 21 i Oslo. Det er tegnet leiekontrakt for 699 kvadratmeter
med Eiendomsspar AS. Leieforholdet lgper i 8 ar fra 01.03.2017 til 28.02.2025 med opsjon pa
ytterligere 5 ar. Banken leier fra 01.10.2022 ytterligere 299 kvadratmeter i Holbergsgt.21 med samme
leieforhold som hoveddel. Banken har i lgpet av 2023 avsluttet sitt leieforhold i Starvhusgaten 4 i
Bergen. Det er tegnet ny leiekontrakt i Bergen med KLP Zander Kaaes gt 7 AS. Leieforholdet lgperi 3

ar fra 01.10.2023.
Leieforpliktelser

Banken implementerte IFRS16 fra 01.01.2021.
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Leieforpliktelse

Inngaende balanse -9 486
Tilganger - 2379
Effekt av endringer i valutakurs

Justering

Effekt av simulering

Leiebetalinger 3982
Renter -232
Sluttoppgjer ved avgang

Utgaende balanse -8114
Forfallsanalyse, udiskontert kontantstrgm

Inntil 1 ar 4382
1-2 ar 3446
2-3 ar 574
3-4 ar

4-5 ar

Mer enn 5 ar

@vrige ngkkeltall

Vektet gjennomsnittlig diskonteringsrente 3.50 %

Note 8: Andre eiendeler

Andre eiendeler 2023 2022
Utsatt skattefordel 57,920 91 756
Annen eiendel ellers 21,257 20 256
Andre eiendeler 79,177 112 012

Note 9: Likviditetsrisiko
Ulik lgpetid for eiendeler og gjeld kan medfare en likviditetsrisiko for banken.

Styret har fastsatt retningslinjer som setter rammer for likviditetsrisiko. Disse blir fulgt opp og rapportert
til styret lgpende.

| tabellen nedenfor vises bankens lgpetider av eiendeler, gjeld og egenkapital pr. 31.12.2023.

Utlan til og fordringer pa kunder, innskudd fra og gjeld til kunder, ansvarlig l&n og fondsobligasjon
inkluderer fremtidige renter i oppstillingen nedenfor, og avviker derfor fra balansen.
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31.12.2023 3mnd 12 mnd

lgpetid

Eiendeler

Kontanter og kontantekvivalenter 51,931 51,931

Utlan til og fordringer til
kredittinstitusjoner

Rentebaerende verdipapirer 696,289 95,485 6,151 39,218 837,142
Aksjer, andeler og andre

350,786 350,786

egenkapitalinstrumenter 2539 2,539
Utlan til og fordringer pa kunder 1,802 1,183 2,081 48,875 161,959 352,028 670,035 1,088,521 7,582,989 0 9,909,472
Andre eiendeler 125,530 125,530
Totale Eiendeler 1,103,347 96,668 2,081 55,025 161,959 391,245 670,035 1,088,521 7,582,989 125,530 11,277,400
Gjeld og egenkapital

Innskudd fra og gjeld til kunder 5,325,931 916,423 0 0 0 6,242,354
Ansvarlig 1an 1,888 5,664 7,552 7,552 7,552 7,552 89,636 127,395
Avsetninger 122,175 122,175
Annen gjeld 6,132 6,132
Fondsobligasjon 5,247 15,740 20,986 20,986 20,986 20,986 20,986 190,438 316,356
Egenkapital 1,213,440 1,213,440
Gjeld og egenkapital 5,454,238 916,423 7,135 21,404 28,538 28,538 28,538 28,538 110,622 1,403,878 8,027,852

| tabellen nedenfor vises bankens lgpetider av eiendeler, gjeld og egenkapital pr. 31.12.2022.

31.12.2022 imnd 2mnd 3mnd 12mnd Uitsin
Igpetid
Eiendeler
Kontanter og kontantekvivalenter 50 402 50 402

Utlan til og fordringer til
kredittinstitusjoner

Rentebaerende verdipapirer 637 497 167901 116 611 36 616 958 624
Aksjer, andeler og andre

322 201 322 201

egenkapitalinstrumenter 2539 2589
Utlan til og fordringer pa kunder 1390 683 1057 41062 145909 259676 533600 1063775 6858761 0 8905910
Andre eiendeler 150166 150 166
Totale Eiendeler 1014028 683 168958 157672 145909 296291 533600 1063775 6858761 150 166 10 389 843
Gjeld og egenkapital
Innskudd fra og gjeld til kunder 5697 913 39733 6 415 0 50 928 5794 990
Ansvarlig 1&n 1022 3065 4087 4087 4087 4087 85834 106 270
Avsetninger 137 695 137 695
Annen gjeld 4620 4620
Fondsobligasjon 2371 7113 9484 9484 9484 9484 9484 189681 246 585
Egenkapital 1162408 1162408
Gjeld og egenkapital 5840 228 39733 9 808 10179 13571 13571 13571 64 499 95318 1352089 7452568
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Note 10: Renterisiko

Ulik rentebindingstid for eiendeler og gjeld kan gi renterisiko for banken. Styret har fastsatt
retningslinjer som setter rammer for renterisiko. Disse blir fulgt opp og rapportert til styret lgpende.

Banken beregner rentesensitiviteten med utgangspunkt i 6 scenarier for rentesjokk definert i EBA
retningslinjer 2018/02.

Den péafelgende tabellen viser potensielle effekter av en to prosentpoeng parallellskift i alle renter pa
bankens rentebaerende posisjoner i NOK, EUR og SEK.

Kalkuleringene er basert pa selskapets posisjoner per 31.12 og markedsrenter p& samme tidspunkt.

To prosentpoeng parallellskift opp

Tall i tusen NOK Opptil Lmnd  Fra 1til 3 maneder Fra 3 til 12 maneder Fra 1til5ar Over5 ar
31.12.2023

NOK -40 -2,520 0 -2,560
EUR 7 1,046 1,039
SEK -54 256 203
Sum -1,318

To prosentpoeng parallellskift ned

Tall i tusen NOK Opptil Lmnd  Fra 1til 3 maneder Fra 3 til 12 maneder Fra 1til5ar Over5 ar
31.12.2023

NOK 20 1,264 0 1,284
EUR 3 -2,099 -2,095
SEK 27 514 -488
Sum -1,299

1)  Economic value of equity. Benytter 50 % vekt for positive effekter ved kalkulering av EVE, jf. EBA GL/2018/02 art 115 (m)

Renterisiko for 2022:

Ulik rentebindingstid for eiendeler og gjeld kan gi renterisiko for banken. Styret har fastsatt
retningslinjer som setter rammer for renterisiko. Disse blir fulgt opp og rapportert til styret lgpende.

Banken beregner rentesensitiviteten med utgangspunkt i 6 scenarier for rentesjokk definert i EBA
retningslinjer 2018/02.

Den pafalgende tabellen viser potensielle effekter av en to prosentpoeng parallellskift i alle renter pa
bankens rentebaerende posisjoner i NOK, EUR og SEK.

Kalkuleringene er basert pa selskapets posisjoner per 31.12 og markedsrenter p& samme tidspunkt.

To prosentpoeng parallellskift opp

Tall i tusen NOK Opptil Lmnd  Fra 1til 3maneder Fra 3 til 12 maneder Fra 1til5ar Over5 ar
31.12.2022

NOK -38 -2 759 3693 448
EUR -15 2 045 1015
SEK -31 -22 -53
Sum 1409
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To prosentpoeng parallellskift ned

Tall i tusen NOK Opptil Lmnd  Fra 1til 3maneder Fra3til 12 maneder Fra ltil5ar Over5 ar
31.12.2022

NOK 38 2768 -4 041 -1234
EUR 15 -2 052 -2 037
SEK 31 23 27
Sum -3 244

2)  Economic value of equity. Benytter 50 % vekt for positive effekter ved kalkulering av EVE, jf. EBA GL/2018/02 art 115 (m)

Note 11: Annen gjeld

Annen gjeld 2023 2022
Skattetrekk 2,239 2106
AGA og finansskatt 1,795 1825
Merverdiavgift 2,099 689
Sum annen gjeld 6,132 4620

Note 12: Avsetninger

Tall i tusen 2023 2022
Leverandgrgjeld 10,666 12 385
Gjeld til kunder - innvilget ikke utbetalte 1an 18,483 23253
Avsatt utbytte 52,371 70182
Leieforpliktelse IFRS16 4,649 8114
Annen gjeld ellers 36,006 23761
Avsetninger 122,175 137 695
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Note 13: Ansvarlig lanekapital

Ansvarlig lanekapital er klassifisert som finansielle instrumenter til amortisert kost som verdsettes etter
opprinnelig avtalte kontantstreammer. Amortisert kost vil ikke alltid gi verdier som samsvarer med

markedets vurdering av de samme instrumentene. Dette kan blant annet skyldes ulik oppfatning av
markedsforhold, risiko og avkastningskrav.

2023 2022

Ansvarlig lanekapital 82 084 81 746
Sum ansvarlig lanekapital 82 084 81 746

Utstedte lan per 31.12.2023

Referanse-

e ente + Forfall PO e
NO0010877863 15,000 NOK Flytende N'%gsb; 27.0330 14,926 1,732
NO0011108276 50,000 NOK Flytende N'iggb; 29.0031 49431 4,393
NO0012750803 18,000 NOK Flytende N'%?Eb; 09.02.33 17,728 1,846
sum ansvarlig 83,000 82,084 7,972

l&nekapital

Avstemming av inngéende og utgdende balanse av finansielle forpliktelser som fglge av
finansieringsaktiviteter, inkludert bade endringer som fglge av kontantstrgmmer og ikke-kontante
endringer.

Palgpte Betalte Balanse

el Amortiserin
renter renter 9 31.12.23

31.12.22

Refinansiering

Ansvarlig lanekapital 81,746 0 7,593 -7,593 338 82,084

Utstedte lan per 31.12.2022

. Referanse-
Nomlnel! rente + Forfall Bokfart verdi Arets
verdi . rentekostnad

margin
NO0010804792 0 NOK Flytende les(ggb; 13.09.27 0 869
NO0010811011 0 NOK Flytende N'%ggb; 23.11.27 0 2087
NO0010877863 15 000 NOK Flytende N'ﬁggb; 27.03.30 14 866 1832
NO0011108276 50 000 NOK Flytende N'igst; 29.09.31 49 223 3244
NO0012750803 18 000 NOK Flytende NI%(;st; 09.02.33 17 657 247
Sum ansvarlig 83 000 81746 8279

lanekapital

Avstemming av inngdende og utgdende balanse av finansielle forpliktelser som felge av
finansieringsaktiviteter, inkludert bade endringer som falge av kontantstrammer og ikke-kontante
endringer.

Banken innfridde ISIN NO0010804792 den 13.09.22. Som en del av refinansieringen knyttet til
utstedelse av ISIN NO0012750803 innfridde banken ISIN NO0010811011.
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Balanse
31.12.21

Palgpte Betalte
renter renter

Refinansiering

Amortisering

Ansvarlig lanekapital 104 203 -22 853 6674 -6 674 397 81 746

Nominell [REfEranses Arets
—- Valuta rentel+ Forfall Bokfart verdi e
margin

NIBOR +
NO0010804792 17000 NOK Flytende 50000 13.00.27 16 892 2662
NO0010811011 23500 NOK Flytende ;'BEF? * 23.11.27 23500 2095
NO0010877863 15000 NOK Flytende '7\'(')23? * 27.03.30 14 806 1183
NO0011108276 50000 NOK Flytende 2';285 + 29.00.31 49 005 674
Sum ansvarlig l&nekapital 104 203 6614

Avstemming av inngaende og utgdende balanse av finansielle forpliktelser som fglge av finansieringsaktiviteter, inkludert bade
endringer som fglge av kontantstrammer og ikke-kontante endringer.

Balanse
31.12.20

Balanse
31.12.21

Palgpte Betalte

Refinansiering Amortisering

renter renter

Ansvarlig lanekapital 104 823 -239 5790 -5 887 -283 104 203
Note 14: Aksjoneerer
Aksjekapitalen bestar av 95 219 132 aksjer med palydende NOK 2 pr aksje. Aksjene bestar av én

klasse med like rettigheter. Pa generalforsamling gis hver aksje en stemme i henhold til de rammer
som er gitt i finansinstitusjonslovgivningen.
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Aksjonaerer per 31.12.2023:

Rangering, 2023 Antall aksjer Eierandel
1 Braganza AB 10,383,899 10.9 %
2 DNB Bank ASA klientkonto 9,175,667 9.6 %
3 Hjellegjerde Invest AS 7,600,000 8.0 %
4 Skagerrak Sparebank 4,409,380 4.6 %
5 Fondsavanse AS 3,371,048 3.5%
6 Verdipapirfondet Alfred Berg Norge 3,088,045 32%
7 Verdipapirfondet Alfred Berg Aktiv 2,719,589 29%
8 Vida AS 2,581,654 2.7%
9 Shelter AS 1,945,486 2.0%
10 Jenssen & Co AS 1,845,879 1.9%
11 Lindbank AS 1,838,007 19%
12 Jolly Roger AS 1,813,793 19%
13 Umico - Gruppen AS 1,785,770 1.9%
14 Verdipapirfondet Alfred Berg Norge 1,700,000 1.8%
15 MP Pensjon PK 1,637,767 1.7%
16 Varde Norge AS 1,234,399 1.3%
17 Krogsrud Invest AS 1,125,000 1.2%
18 Thon Holding AS 1,081,211 1.1%
19 Sober Kapital AS 901,922 0.9%
20 Bara Eiendom AS 883,179 0.9 %

Sum 20 stgrste aksjoneerer 61,121,695 64.2 %

Andre aksjoneerer 34,097,437 35.8%

Totale aksjer 95,219,132 100.0 %

Aksjer eid av ledende ansatte og medlemmer av styret per 31.12.2023:

sl sl Frilttstéende Forward S
tegningsretter kontrakter
Administrerende direktar 371,855 0 592,875 0 600,000
IT direktar 53,000 0 0 0 230,000
Drifts- og kredittdirekter 318,213 0 335,963 0 330,000
Compliance direktar 366,160 0 237,150 0 230,000
Leder B2C og operations 179,326 0 217,388 0 153,333
@konomidirektar 76,186 0 0 0 230,000
Styremedlemmer 102,039 0 0 0 0
Neerstaende til styret og ledelse 6,600 0 0 0 0
Sum 1,473,379 0 1,383,376 0 1,773,333
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Aksjoneaerer per 31.12.2022:

Rangering, 2022 Antall aksjer Eierandel
1 Braganza AB 10 383 899 10.9 %
2 Hjellegjerde Invest AS 7 600 000 8.0 %
3 Dnb Bank ASA, klientkonto 5246 422 55%
4 Skagerrak Sparebank 4 409 380 4.6 %
5 Fondsavanse AS 3371048 3.6 %
6 Altitude Capital AS 3127 380 3.3%
7 Verdipapirfondet Alfred Berg Norge 3088 045 3.3%
8 Verdipapirfondet Alfred Berg Aktiv 2719 589 29%
9 Vida AS 2 581 654 2.7%
10 Umico - Gruppen AS 2168 779 2.3%
11 Shelter AS 1945 486 2.1%
12 Jolly Roger AS 1885 482 2.0%
13 Jenssen & Co AS 1845879 1.9%
14 Lindbank AS 1838 007 19%
15 Verdipapirfondet Alfred Berg Norge 1700 000 1.8%
16 MP Pensjon PK 1632767 1.7%
17 Krogsrud Invest AS 1125000 1.2%
18 Thon Holding AS 1081 211 1.1%
19 Varde Norge AS 1 050 000 1.1%
20 Nordic Private Equity AS 1 000 000 1.1%

Sum 20 stgrste aksjoneerer 59 800 028 63.1 %

Andre aksjoneerer 35 040 498 36.9 %

Totale aksjer 94 840 526 100.0 %

Aksjer eid av ledende ansatte og medlemmer av styret per 31.12.2022:

sl sl Frilttstéende Forward S
tegningsretter kontrakter
Administrerende direkter 274 238 0 592 875 97 617 600 000
IT direktar 53 000 0 0 0 230 000
Drifts- og kredittdirektar 255 750 0 335963 62 463 330 000
Compliance direktar 308 005 0 237 150 58 155 230 000
Leder B2C og operations 122 055 0 217 388 57271 230 000
@konomidirektar 18 031 0 0 58 155 230 000
Styremedlemmer 494 402 0 0 0 0
Neerstaende til styret og ledelse 6 600 0 0 0 0
Sum 1532081 0 1383376 333 661 1850 000
51

Transaksjon 09222115557510689894 Signert OB, RF, VL, KKD, SBB, BH, JHP




Note 15: Kapitaldekning

Lea | bank

Tall i tusen 31.12.2023 31.12.2022
Innbetalt aksjekapital 190,438 189 681
Overkurs 662,638 660 322
Annen egenkapital 496,481 447 973
IFRS9 effekt 0 44 829
Utsatt skattefordel og andre immaterielle eiendeler -89,829 -121 135
Frafra for avsetning for misligholdte 1an -101 -41
Fradrag forsiktighetsbasert verdiansettelse -840 -961
Ren kjernekapital (CET 1) 1,258,787 1220 667
Hybridkapital 54,321 54114
Kjernekapital (Tier 1) 1,313,108 1274781
Ansvarlig kapital 82,084 81 746
Totalkapital (Tier 2) 1,395,192 1356 527
Risikovektede eiendeler

Lokale og regionale myndigheter, herunder kommuner 0 0
Lan og plasseringer til kredittinstitusjoner 70,157 64 440
Foretak 8,170 9525
Massemarkedsengasjementer 4,351,124 3963 953
Engasjementer med pantesikkerhet i eiendom 7,103 9885
Forfalte engasjementer 499,151 432 442
Andeler i verdipapirfond 50,961 49 042
Egenkapitalposisjoner 2,539 2744
@vrige engasjementer 239,106 256 637
Risikovektede eiendeler kredittrisiko 5,228,311 4787 669
Operasjonell risiko 1,003,974 846 955
CVA risiko 7,014 5045
Totale risikovektede eiendeler 6,239,299 5 639 668
Kapitaldekning 31.12.2023 31.12.2022
Ren kjernekapital i % (CET 1) 20.18 % 21.64 %
Kjernekapital i % (Tier 1) 21.05 % 22.60 %
Totalkapital i % (Tier 2) 22.36 % 24.05 %
Uvektet kjernekapital i % 16.78 % 17.28 %

Banken benytter basismetoden for beregning av krav til ansvarlig kapital som skal dekke den

operasjonelle risiko. Beregningsgrunnlaget i basismetoden er 15 % av gjennomsnittlig inntekt de tre
siste &r multiplisert med 12.5, beregnet ved regnskapsarets slutt. Inntektsposter som medtas i
beregningsgrunnlaget folger § 42-1 (3) i kapitalkravforskriften.
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Note 16: Aksjeopsjonsprogram, forward-kontrakter, RSUer og frittstaende
tegningsretter

Aksjeopsjonsprogram til alle ansatte

Banken har et aksjeopsjonsprogram for ansatte fra 2021. IT direktgr har opsjoner fra dette
programmet. Totalt antall opsjoner i dette programmet er 2 100 000. Tildelte opsjoner fra dette
programmet er 1 781 843. Disse hadde strike kurs i 2021 pa kr 9,50 og arlig gkning i strike kurs pa 5
%. Opsjonene kan utgves med 1/3 fra mai 2022, 1/3 fra mai 2023 og 1/3 fra mai 2024, og utlgper mai
2025. Samtlige opsjoner kan utgves ved kontrollskifte.

Aksjeopsjonsprogram til ledende ansatte

Banken har et aksjeopsjonsprogram for alle ansatte fra 2020 for ledende ansatte. Totalt antall
opsjoner i dette programmet er 2 000 000. Tildelte opsjoner fra dette programmet er 1 543 333. Disse
har strike pa 7 kroner per aksje.

Opsjonene kan utgves med 1/3 fra november 2021, 1/3 fra november 2022 og 1/3 fra november 2023,
og utlgper november 2024. Samtlige opsjoner kan utgves ved kontrollskifte.

Forward kontrakter

Bankens aksjoneerer har tidligere ved ordineer generalforsamling 16/5-2018 gitt styret fullmakt til &
etablere et aksjekjgpsprogram. Dette programmet bestar av 1 857 676 forwardkontrakter, og laper
frem til november 2027 men kan gjennomfares tidligere. Forwardprisen er kr 11 pr aksje tillagt et
rentepaslag pr ar.

Aksjeopsjonsprogram for alle ansatte

Tildelingsdato 26.05.2021
Antall tildelte opsjoner 1,781,843
Vektet gijennomsnitt av verdi pa opsjoner tildelt i 2021 2.50

Det er benyttet Black & Scholes opsjonsprisingsmodell

Totalkostnad eksl.aga og finansskatt 4,315,143
Kostnadsfart ekskl. aga og finansskatt pr.31.12.23 3,882,826

Aksjeopsjonsprogram til ledende ansatte

Tildelingsdato 16.07.2020
Antall tildelte opsjoner 1,543,333
Vektet giennomsnitt av verdi pa opsjoner tildelt i 2020 1.26

Det er benyttet Black & Scholes opsjonsprisingsmodell

Totalkostnad eksl.aga og finansskatt 2,318,216
Kostnadsfart ekskl. aga og finansskatt pr.31.12.23 2,318,216

Note 17: Fondsobligasjoner

29.09.2021 utstedte banken et fondsobligasjonsinstrument med ISIN NO0011108953. Instrumentet
har palydende pa NOK 32 millioner, og det betales rente med 3 mnd NIBOR + 625bp. Instrumentet er
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evigvarende, og banken kan tilbakekalle kapitalen farste gang fem ar etter utstedelse og deretter ved
hver rentebetalingsdato.

09.11.2022 utstedte banken et fondsobligasjonsinstrument med ISIN NO0012750795. Instrumentet
har palydende pa NOK 23 millioner, og det betales rente med 3 mnd NIBOR + 775bp. Instrumentet er
evigvarende, og banken kan tilbakekalle kapitalen farste gang fem ar etter utstedelse og deretter ved
hver rentebetalingsdato.

Fondsobligasjonene tilfredsstiller kravene i EUs CRR-regelverk, og disse inngar i bankens
kjernekapital for kapitaldekningsforméal. Banken har en ensidig rett til & ikke betale tilbake renter eller
hovedstol til investorene. Dette medfarer at fondsobligasjonene ikke tilfredsstiller vilkarene til
finansielle forpliktelser og disse presenteres derfor i bankens egenkapital. Dette medfarer at rentene
ikke presenteres i resultatregnskapet under rentekostnader, men som en reduksjon av bankens
opptjente egenkapital. Skattefradraget for rentene regnes inn som en reduksjon av bankens bokfarte
skattekostnad.

Note 18: Provisjonsinntekter og inntekter fra banktjenester

Tall i tusen 2023 2022
Formidlingsprovisjoner 32,078 28 738
Andre gebyrinntekter 1,713 28
Sum provisjonsinntekter og inntekter fra banktjenester 33,791 28 766

Note 19: Markedsrisiko, valutarisiko og finansielle derivater

Banken er gjennom utlan i Finland, Spania og Sverige eksponert for valutarisiko. Laneportefeljen i
Finland og Spania er eksponert for svingninger i EURNOK ettersom alle 1an i Finland og Spania er
utstedt i EUR. Banken sgker & holde valutarisikoen knyttet til utlan i Finland lav ved finansiering
gjennom innskudd fra kunder i EUR og ved bruk av EURNOK terminkontrakter.

Laneportefgljen i Sverige er eksponert for svingninger i SEK ettersom alle 1an i Sverige er utstedt i
SEK. Banken sgker & holde valutarisikoen knyttet til utlan i Sverige lav ved bruk av SEKNOK og
EURSEK terminkontrakter.

31.12.2023, i tusen kroner EUR SEK SUM
Lan og innskudd til kredittinstitusjoner 239,610 32,023 271,632
utlan til og fordringer pa kunder 3,302,098 839,144 4,141,241
Andre eiendeler 124,770 50752 175,521
Sum eiendeler 3,666,477 921,918 4,588,395
Innskudd fra og gjeld til kunder 4,442,896 195,236 4,638,133
Annen gjeld 4,586 3,504 8,091
Sum gjeld 4,447,483 198,741 4,646,224
Nettoposisjon av terminkontrakter 784,137 -726,924 57,213
Netto valutaeksponering 3,131 -3,747 -616
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31.12.2023

Belgp i tusen kroner EUR SEK SUM

Resultat/(tap) pavirkning av 1 % endring 31 -37 -6

Resultat/(tap) pavirkning av 5 % endring 157 -187 -31

Resultat/(tap) pavirkning av 10 % endring 313 -375 -62
Sensitivitet

Banken er hovedsakelig eksponert for endringer i valutakurser EURNOK, SEKNOK og EURSEK, hvor
endringer i eurokursen mot norske kroner har starst effekt pa bankens resultater.

Effekten pa resultat etter skatt

Styret har fastsatt retningslinjer og rammer for bankens investeringer i obligasjoner og finansielle
instrumenter, samt retningslinjer og rammer for handtering av valutarisiko relatert til den finske,
spanske og svenske virksomheten. Banken benytter valutaterminkontrakter for & redusere bankens
apne netto valutaeksponering, og reduserer dermed valutarisikoen slik at denne er innenfor rammene
etablert av styret. Dette medfgrer ogsa at resultateffekten knyttet til valuta blir redusert.

For 2022:
31.12.2022, i tusen kroner EUR SEK SUM
Lan og innskudd til kredittinstitusjoner 234317 6416 240793
Utlan til og fordringer pa kunder 2802 591 469 923 3272514
Andre eiendeler 275 462 47 265 322 727
Sum eiendeler 3312429 523 604 3836 034
Innskudd fra og gjeld til kunder 3809 208 - 3809 208
Annen gjeld 5723 3845 9 567
Sum gjeld 3814930 3845 3818775
Nettoposisjon av terminkontrakter 504 536 -519 213 -14 677
Netto valutaeksponering 2035 547 2582
31.12.2022
Belgp i tusen kroner EUR SEK SUM
Resultat/(tap) pavirkning av 1 % endring 20 5 26
Resultat/(tap) pavirkning av 5 % endring 102 27 129
Resultat/(tap) pavirkning av 10 % endring 203 55 258
Sensitivitet

Banken er hovedsakelig eksponert for endringer i valutakurser EURNOK, SEKNOK og EURSEK, hvor
endringer i eurokursen mot norske kroner har starst effekt pa bankens resultater.

Effekten pa resultat etter skatt

Styret har fastsatt retningslinjer og rammer for bankens investeringer i obligasjoner og finansielle
instrumenter, samt retningslinjer og rammer for handtering av valutarisiko relatert til den finske og
svenske virksomheten. Banken benytter valutaterminkontrakter for & redusere bankens &pne netto
valutaeksponering, og reduserer dermed valutarisikoen slik at denne er innenfor rammene etablert av
styret. Dette medfarer ogsa at resultateffekten knyttet til valuta blir redusert.
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Note 20: Lgnn og andre personalkostnader, driftskostnader
Ledende ansatte er ihht. regnskapsloven definert til & veere bankens ledergruppe.

Det er ikke ytt 1an eller sikkerhetsstillelse til styreleder, styret, administrerende direktgr eller andre
ansatte og naerstdende av disse.

Ledende ansatte, 2023:

Totalt
Totalt relatert
til 2023

Natural-
ytelse

Variabel lgnn Bonus fra Andre godt-

Vel s R 2023 tidligere art gjerelser

Pensjon

Ledende ansatte

Administrerende direktar 3,035 855 792 408 207 15 5,311 4,519
Drifts- og kredittdirektar 1,676 493 507 204 207 15 3,102 2,595
@konomidirektar 1,578 459 472 42 207 15 2,773 2,301
Compliancedirektar 1,561 471 472 39 207 15 2,764 2,292
IT-direktar 1,242 303 0 0 207 15 1,767 1,767
Leder B2C og operations 1,561 362 464 38 207 15 2,647 2,183
Sum ledende ansatte 10,653 2,944 2,706 732 1242 88 18,364 15,657

1)  Ledergruppen hari 2020 og 2021 opptjent bonus som i henhold til finansforetaksloven og finansforetaksforskriften om
godtgjgrelsesordninger i finansforetak har blitt gitt som RSU-er. Fra 1.1.23 ble det innfart et unntak fra kravet om at variabel
godtgjerelse til dels ma utbetales i aksjer og holdes tilbake i tre ar, jf. finansforetaksforskriften kapittel 15. «For foretak som ikke er et
stort foretak etter CRR/CRD IV-forskriften § 2a ferste ledd og som over en firedrsperiode forut for inneveaerende regnskapsar pa ikke-
konsolidert grunnlag har en gjennomsnittlig forvaltningskapital pa 5 milliarder euro eller mindre, gjelder ikke § 15-4 trettende og
fiortende ledd, og sekstende ledd annet og tredje punktum.»

2)  Administrerende direkter har 18 méneders sluttavtale inkludert oppsigelsestiden ved fratredelse, og er beskyttet mot eventuelle tap pa
sine incentivordninger.

Styret, 2023:

Styrets leder — Rune Fjeldstad 178
Styremedlem - Irene Terkelsen 51
Styremedlem — Jan Kleppe 55
Styremedlem — Siv Blanca Bgrge-Ask 226
Styremedlem — Viggo Leisner 193
Styremedlem — Kristin Krohn-Devold 193
Styremedlem — Borghild Holen 164
Styremedlem (ansattes repr.) — Thomas Bekkevold Nilsen 19
Styremedlem (ansattes repr.) — Jan Havard Plathan 59
Sum styret 1,138
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Ledende ansatte, 2022:

Tall i tusen Fastlonn Variabel lgann Andre godtgjgrelser Pensjon Naturalytelse

Ledende ansatte

Administrerende direktar 2629 710 325 190 14 3 868
Drifts- og kredittdirektar 1618 455 185 190 14 2 462
@dkonomidirektar 1507 423 41 190 14 2175
Compliancedirektar 1507 423 42 190 14 2176
IT-direktgr (01.01.22-30.06.22) 980 408 20 93 7 1509
IT-direkter (16.03.2022-) 951 0 0 137 11 1099
Leder B2B 1455 45 167 190 14 1870
Leder B2C og operations 1507 414 41 190 14 2 166
Sum ledende ansatte 12 289 2879 686 1368 103 17 325

Administrerende direkter har 18 maneders sluttavtale inkludert oppsigelsestiden ved fratredelse, og er beskyttet mot eventuelle tap pa sine incentivordninger.

Styret, 2022:

Styrets leder 450
Styremedlem 205
Styremedlem 220
Styremedlem 205
Styremedlem 185
Styremedlem 185
Styremedlem (ansattes repr.) 75
Sum styret 1,525

Legnn og andre personalkostnader

Lann 46,627 47 792
Pensjoner 4,827 5060
Arbeidsgiveravgift 11,273 6 586
@vrige sosiale kostnader 1,115 3161

63,841 62 600
Eksterne kjapte tjenester 22,627 16 396
Leie av lokaler 379 6
Forsikringer 196 22
Revisjon og radgivning 1,916 1705
Medlemskontingenter bankorg. 1,240 941
IT-kostnader 39,380 40 939
Andre administrasjonskostnader 0 0
@vrige kostnader 27,940 27 207
Sum andre driftskostnader 93,677 87 216
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Antall ansatte og arsverk 2023 2022
Antall arsverk pr.31.12 48 41

Gjennomsnittlig antall arsverk 45 41

Revisors godtgjarelse for 2023 belgper seg totalt til TNOK 1 915 som fordeler seg p4 TNOK 1 786 for
revisjon og TNOK 129 for annen bistand.

Pensjonsforpliktelser

Banken har en innskuddsbasert pensjonsordning for ansatte.

| innskuddsordningen betaler banken innskudd til forsikringsselskap og banken har ikke ytterligere
forpliktelser etter at innskuddet er betalt. Innskuddene med tillegg av arbeidsgiveravgift og finansskatt

regnskapsfgres som personalkostnad. Bankens innskuddsbaserte pensjonsordning tilfredsstiller
lovens krav til obligatorisk tjenestepensjon.
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Note 21: Skatt

Lea | bank

Arets grunnlag for skattekostnad fordeler seg pa: 2023 2022
Resultat far skattekostnad 140,081 186 359
Permanente forskjeller -4,739 -4 453
Korreksjon feil skatt tidligere ar 0 1222
Sum grunnlag skattekostnad 135,342 183 128
Sum skattekostnad (25%) 33,835 45782
Beregning av arets grunnlag betalbar skatt fordeler seg pa:

Resultat far skattekostnad 140,081 186 359
Permanente forskjeller:

Representasjon 126 168
Kontingenter 0 2
Opsjonsprogram 1,151 1551
Renter fondsobligasjon -6,271 -6 440
Finans Norge justering 254 267
Sum permanente forskjeller: -4,739 -4 453
Arets endring i midlertidige forskjeller 44,526 -76 746
Endring underskudd til fremfaring -179,868 -105 161
Sum arets skattegrunnlag betalbar skatt 0 0
Sum betalbar skatt (25%) 0 0
Midlertidige forskjeller pr. 31.12:

Driftsmidler -6,247 -6 336
Verdipapirer -30,992 13624
Underskudd til fremfaring -194,442 -374 310
Grunnlag utsatt skattefordel -231,681 -367 023
Skattesats 25% 25%
Utsatt skatt/skattefordel i balansen 57,920 91 756
Betalbar skatt 0 0
Endring i utsatt skatt/skattefordel -33,835 -45 782
Endring i utsatt skatt/skattefordel pga endringer tidligere ar 0 0
Skattekostnad i resultatet -33,835 -45 782
Avstemming av skattekostnad:

Resultat far skatt 140,081 186 359
Beregnet skatt 35,020 46 590
Faktisk skattekostnad 33,835 45 782
Differanse 1,185 808
Forklaring:

Korreksjon skatt tidligere &r 0 305
25% av netto permanente forskjeller -1,185 -1113
Sum forklart differanse -1,185 -808

Utsatt skattefordel balansefagres. Utsatt skatt er beregnet pa grunnlag av de forskjeller mellom
regnskapsmessige og skattemessige verdier som eksisterer ved utgangen av regnskapsaret.
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Note 22: Betingede utfall

Lea bank vil som konsekvens av sin forretningsdrift i Norge og i utlandet regelmessig veere part i
rettstvister, primaert innenfor innfordringsomradet.

Per offentliggjgring av arsrapporten mener banken at ingen av tvistene anses & ha vesentlig betydning
for vurderingen av selskapets finansielle stilling.
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      51.13.68.175

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The initiator Kjersti Vestbø (KV) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2024-05-14 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (oddbjorn.berentsen@leabank.no) to Oddbjørn Berentsen (OB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to review the document via email to Gard Haugen (GH). The invitation included a link that when clicked led to Scrive eSign’s online interface to review documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fjeldstadr@gmail.com) to Rune Fjeldstad (RF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (viggoleisner@gmail.com) to Viggo Leisner (VL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kristin.k.devold@nhoreiseliv.no) to Kristin Krohn Devold (KKD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (borge-ask@union.no) to Siv Blanca Børge-Ask (SBB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (borghild.hol1@gmail.com) to Borghild Holen (BH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:28.204713 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (havard.plathan@leabank.no) to Jan Håvard Plathan (JHP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-14 13:38:31.5015 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Oddbjørn Berentsen (OB) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:31.518695 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to review the document sent via email to Gard Haugen (GH) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:31.536657 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rune Fjeldstad (RF) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:31.555186 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Viggo Leisner (VL) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:31.574072 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Siv Blanca Børge-Ask (SBB) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:31.597872 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Borghild Holen (BH) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:31.621195 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Håvard Plathan (JHP) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:36.976022 UTC ±147 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristin Krohn Devold (KKD) was delivered.

      


    

  



  

  

    		2024-02-14 13:38:55.075923 UTC ±148 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristin.k.devold@nhoreiseliv.no was opened.

      


    

  



  

  

    		2024-02-14 13:39:26.569644 UTC ±149 ms

    		2024-02-14 12:42:11.76307 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to havard.plathan@leabank.no was opened.

      


    

  



  

  

    		2024-02-14 13:46:38.700516 UTC ±12 ms

    		2024-02-14 13:42:14.601894 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to borghild.hol1@gmail.com was opened.

      


    

  



  

  

    		2024-02-14 13:47:23.46231 UTC ±13 ms

    		2024-02-14 13:42:14.601894 UTC

    		

      77.16.74.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Borghild Holen (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 13:57:47.631056 UTC ±31 ms

    		2024-02-14 13:42:14.601894 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fjeldstadr@gmail.com was opened.

      


    

  



  

  

    		2024-02-14 14:36:17.560798 UTC ±95 ms

    		2024-02-14 13:42:14.601894 UTC

    		

      51.13.68.175

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Jan Håvard Plathan (JHP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 14:36:19.972974 UTC ±95 ms

    		2024-02-14 13:42:14.601894 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to havard.plathan@leabank.no was opened.

      


    

  



  

  

    		2024-02-14 15:03:43.752302 UTC ±23 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      77.16.74.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Borghild Holen (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 15:03:46.180003 UTC ±23 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to borghild.hol1@gmail.com was opened.

      


    

  



  

  

    		2024-02-14 15:04:06.573195 UTC ±23 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to havard.plathan@leabank.no was opened.

      


    

  



  

  

    		2024-02-14 15:04:14.392959 UTC ±24 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      77.16.209.104

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Viggo Leisner (VL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 15:04:16.323057 UTC ±24 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      51.13.68.175

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Jan Håvard Plathan (JHP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 15:05:02.572049 UTC ±24 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      77.16.74.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Borghild Holen (BH) signed in the signature box “signature 1”.
[image: signature]B il







The box’s placement in the Main Document:		Page		X		Y

		18		0.326		0.637



 

      


    

  



  

  

    		2024-02-14 15:05:14.818213 UTC ±25 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      77.16.209.104

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Viggo Leisner (VL) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		18		0.319		0.529



 

      


    

  



  

  

    		2024-02-14 15:05:44.443738 UTC ±25 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      51.13.68.175

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Jan Håvard Plathan (JHP) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		18		0.577		0.640



 

      


    

  



  

  

    		2024-02-14 15:05:45.209672 UTC ±25 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      195.0.155.36

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Siv Blanca Børge-Ask (SBB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 15:05:48.784118 UTC ±25 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      77.16.209.104

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Viggo Leisner (VL) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Rolf Viggo Leisner

  
Personal identification number: 

  



  
Date of birth: 1966-01-02

  
PID: 9578-5999-4-931028

  

  
Bank: DNB Bank ASA

  
Signatory distinguished name: CN=Leisner\, Rolf Viggo,O=DNB Bank ASA,C=NO,SERIALNUMBER=9578-5999-4-931028

  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002

  
Certificate valid from: 2022-12-30 07:48:45 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 15:05:51.541512 UTC ±25 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      77.16.74.38

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Borghild Holen (BH) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Borghild Holen

  
Personal identification number: 

  



  
Date of birth: 1955-10-09

  
PID: 9578-5999-4-1109337

  

  
Bank: DNB Bank ASA

  
Signatory distinguished name: CN=Holen\, Borghild,O=DNB Bank ASA,C=NO,SERIALNUMBER=UN:NO-9578-5999-4-1109337,SURNAME=Holen,GIVENNAME=Borghild

  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002

  
Certificate valid from: 2023-03-21 15:52:19 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 15:06:08.571831 UTC ±25 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      51.13.68.175

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Jan Håvard Plathan (JHP) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Jan Håvard Plathan

  
Personal identification number: 

  



  
Date of birth: 1980-07-01

  
PID: 9578-5995-4-1315484

  

  
Bank: DNB Bank ASA

  
Signatory distinguished name: CN=Plathan\, Jan Håvard,O=DNB Bank ASA,C=NO,SERIALNUMBER=UN:NO-9578-5995-4-1315484,SURNAME=Plathan,GIVENNAME=Jan Håvard

  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=0500;OriginatorName=DNB;OriginatorId=0500

  
Certificate valid from: 2024-01-22 05:54:33 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 15:07:29.234024 UTC ±27 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      195.0.155.36

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Siv Blanca Børge-Ask (SBB) signed in the signature box “signature 1”.
[image: signature])guf Beanca 6&'/17,&' Ot







The box’s placement in the Main Document:		Page		X		Y

		18		0.060		0.637



 

      


    

  



  

  

    		2024-02-14 15:08:01.099966 UTC ±27 ms

    		2024-02-14 14:42:17.486759 UTC

    		

      195.0.155.36

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Siv Blanca Børge-Ask (SBB) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Siv Blanca Børge-Ask

  
Personal identification number: 

  



  
Date of birth: 1968-02-28

  
PID: 9578-5993-4-3490097

  

  
Bank: Danske Bank A/S

  
Signatory distinguished name: CN=Børge-Ask\, Siv Blanca,O=Danske Bank A/S,C=NO,SERIALNUMBER=UN:NO-9578-5993-4-3490097,SURNAME=Børge-Ask,GIVENNAME=Siv Blanca

  
Issuer distinguished Name: CN=BankID - Danske Bank - Bank CA 3,OU=977074010,O=Danske Bank A/S,C=NO;OrginatorId=8601;OriginatorName=Danske Bank;OriginatorId=8601

  
Certificate valid from: 2023-04-24 09:10:41 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 15:52:38.375664 UTC ±12 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      195.0.155.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Oddbjørn Berentsen (OB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 15:52:39.957639 UTC ±12 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to oddbjorn.berentsen@leabank.no was opened.

      


    

  



  

  

    		2024-02-14 15:55:12.598822 UTC ±14 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      195.0.155.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The signatory Oddbjørn Berentsen (OB) signed in the signature box “signature 1”.
[image: signature]S







The box’s placement in the Main Document:		Page		X		Y

		18		0.094		0.743



 

      


    

  



  

  

    		2024-02-14 15:55:40.474101 UTC ±14 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      195.0.155.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Oddbjørn Berentsen (OB) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Oddbjørn Berentsen

  
Personal identification number: 

  



  
Date of birth: 1973-04-14

  
PID: 9578-5999-4-2075053

  

  
Bank: DNB Bank ASA

  
Signatory distinguished name: CN=Berentsen\, Oddbjørn,O=DNB Bank ASA,C=NO,SERIALNUMBER=9578-5999-4-2075053

  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002

  
Certificate valid from: 2022-05-03 17:20:35 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 15:58:34.530671 UTC ±17 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristin.k.devold@nhoreiseliv.no was opened.

      


    

  



  

  

    		2024-02-14 15:58:37.385701 UTC ±17 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      77.16.218.113

      

        Mozilla/5.0 (iPad; CPU OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.107 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristin Krohn Devold (KKD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 15:59:19.262279 UTC ±17 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fjeldstadr@gmail.com was opened.

      


    

  



  

  

    		2024-02-14 15:59:19.97801 UTC ±17 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      51.175.167.121

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The party Rune Fjeldstad (RF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 16:01:41.30409 UTC ±19 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      51.175.167.121

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The signatory Rune Fjeldstad (RF) signed in the signature box “signature 1”.
[image: signature]s plals







The box’s placement in the Main Document:		Page		X		Y

		18		0.062		0.529



 

      


    

  



  

  

    		2024-02-14 16:02:06.46795 UTC ±20 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      51.175.167.121

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Rune Fjeldstad (RF) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Rune Fjeldstad

  
Personal identification number: 

  



  
Date of birth: 1962-12-02

  
PID: 9578-5999-4-926172

  

  
Bank: DNB Bank ASA

  
Signatory distinguished name: CN=Fjeldstad\, Rune,O=DNB Bank ASA,C=NO,SERIALNUMBER=9578-5999-4-926172

  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002

  
Certificate valid from: 2023-01-02 09:02:14 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 16:02:29.451972 UTC ±20 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      77.16.218.113

      

        Mozilla/5.0 (iPad; CPU OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.107 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristin Krohn Devold (KKD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 16:02:30.43172 UTC ±20 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      77.16.218.113

      

        Mozilla/5.0 (iPad; CPU OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.107 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristin Krohn Devold (KKD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-14 16:03:48.818786 UTC ±21 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      77.16.218.113

      

        Mozilla/5.0 (iPad; CPU OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.107 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Kristin Krohn Devold (KKD) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		18		0.570		0.527



 

      


    

  



  

  

    		2024-02-14 16:04:23.210809 UTC ±22 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      77.16.218.113

      

        Mozilla/5.0 (iPad; CPU OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.107 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Kristin Krohn Devold (KKD) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport master 2023 med transaksjonsnummer 9222115557510689894.
























Data returned from 

  Vipps

:

  
Name: Kristin Margrethe Krohn Devold

  
Personal identification number: 

  



  
Date of birth: 1961-08-12

  
PID: 9578-5993-4-2744069

  

  
Bank: BankID - Bankenes ID-tjeneste AS

  
Signatory distinguished name: CN=Devold\, Kristin Margrethe Krohn,O=BankID - Bankenes ID-tjeneste AS,C=NO,SERIALNUMBER=9578-5993-4-2744069

  
Issuer distinguished Name: CN=BankID - Bankenes ID-tjeneste AS - Bank CA 3,OU=988477052,O=Bankenes ID-tjeneste AS,C=NO;OrginatorId=3910;OriginatorName=Sparebanken Møre;OriginatorId=3910

  
Certificate valid from: 2022-05-28 06:50:15 UTC




















Signature: 



  










      


    

  



  

  

    		2024-02-14 16:04:23.210809 UTC ±22 ms

    		2024-02-14 15:42:19.586072 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.59 ms

		standard deviation: 1.55 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.659%

		|e| < 5 ms: ≈99.754%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-01-04 00:03:30.237752 UTC and 2024-02-14 15:42:19.586072 UTC:







  		Time collected

  		Clock offset







  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  





  

    		2024-02-13 20:41:38.759251

    		0.8 ms

  





  

    		2024-02-13 21:41:40.513248

    		1.1 ms

  





  

    		2024-02-13 22:41:42.147484

    		0.9 ms

  





  

    		2024-02-13 23:41:45.24306

    		0.5 ms

  





  

    		2024-02-14 00:41:46.802206

    		-1.6 ms

  





  

    		2024-02-14 01:41:50.1084

    		-0.8 ms

  





  

    		2024-02-14 02:41:51.790688

    		-3.1 ms

  





  

    		2024-02-14 03:41:53.388578

    		-2.6 ms

  





  

    		2024-02-14 04:41:55.505413

    		1.7 ms

  





  

    		2024-02-14 05:41:58.14757

    		3.7 ms

  





  

    		2024-02-14 06:42:00.609675

    		2.3 ms

  





  

    		2024-02-14 07:42:02.607391

    		1.5 ms

  





  

    		2024-02-14 08:42:04.267933

    		0.7 ms

  





  

    		2024-02-14 09:42:06.934575

    		3.2 ms

  





  

    		2024-02-14 10:42:08.356614

    		2.9 ms

  





  

    		2024-02-14 11:42:10.298252

    		2.0 ms

  





  

    		2024-02-14 12:42:11.76307

    		4.5 ms

  





  

    		2024-02-14 13:42:14.601894

    		4.7 ms

  





  

    		2024-02-14 14:42:17.486759

    		1.3 ms

  





  

    		2024-02-14 15:42:19.586072

    		2.5 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-14 15:04:17.192 UTC

    		77.16.209.104

    		Viggo Leisner (VL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 15:05:13.004 UTC

    		77.16.209.104

    		Viggo Leisner (VL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-14 15:03:54.076 UTC

    		77.16.74.38

    		Borghild Holen (BH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 15:05:01.272 UTC

    		77.16.74.38

    		Borghild Holen (BH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-14 15:04:16.509 UTC

    		51.13.68.175

    		Jan Håvard Plathan (JHP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 15:05:40.273 UTC

    		51.13.68.175

    		Jan Håvard Plathan (JHP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-14 15:05:49.998 UTC

    		195.0.155.36

    		Siv Blanca Børge-Ask (SBB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 15:07:27.41 UTC

    		195.0.155.36

    		Siv Blanca Børge-Ask (SBB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-14 15:52:44.009 UTC

    		195.0.155.37

    		Oddbjørn Berentsen (OB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 15:55:11.212 UTC

    		195.0.155.37

    		Oddbjørn Berentsen (OB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-14 15:59:28.018 UTC

    		51.175.167.121

    		Rune Fjeldstad (RF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 16:01:40.465 UTC

    		51.175.167.121

    		Rune Fjeldstad (RF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-14 16:02:38.805 UTC

    		77.16.218.113

    		Kristin Krohn Devold (KKD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-14 16:03:39.154 UTC

    		77.16.218.113

    		Kristin Krohn Devold (KKD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  









